Ubuntu

N3MeHeHUs si3blKa ANPEKTOPUNA

NcnpasneHne npobnembl ¢ HepaboTatowmm DNS

He Bce nakeTbl 06HOBAAKTCS

OTkntoYeHme cloud-init

MepekntyeHne Ha HWE

MepekntyeHme Apache Ha PHP-FPM

YhaneHune cTapblx a40ep

YCcTaHOBKa JIoKaaun

YcTaHoBKa Docker

YcTaHoBKa msmtprc




I3MeHeHnsa a3blKa
OUPEKTOPUI

LANG=C xdg-user-dirs-gtk-update



NcnpaBieHne npobrieMbl C
HepaboTatowmm DNS

HobasnTb agpeca DNS cepsepoB

sudo nano /etc/systemd/resolved.conf

44 [Resolve]
DNS=8.8.8.8 1.1.1.1 9.9.9.9
MulticastDNS=no
DNSStubListener=no

HacTtpouTtb NSSwitch

sudo nano /etc/nsswitch.conf

44 hosts: files resolve dns

CMeHunTb hann pesoneepa

sudo ln -svi /run/systemd/resolve/resolv.conf /etc/resolv.conf

Bkno4nTb pesoneep

sudo systemctl enable systemd-resolved

[Mepe3sanycTnTb cepep

sudo reboot



He BCe nakeThbl
OOHOBAIOTCH

BHeCcTn nameHeHuns B HacTpomku APT

sudo cat <<EOF > /etc/apt/apt.conf.d/80allupgrade
APT::Get::Always-Include-Phased-Updates "1";
EOF

3anycTuUTb NMPoBepKy 1 obHOBNEHME

sudo apt update
sudo apt dist-upgrade



OTknw4dYeHume cloud-init

OTKO4YeHne

sudo touch /etc/cloud/cloud-init.disabled

sudo reboot

YnaneHue

sudo dpkg-reconfigure cloud-init

Y6paTb BCe NyHKThI, KpoMe None

sudo apt-get purge cloud-init
sudo rm -rf /etc/cloud/ && sudo rm -rf /var/lib/cloud/

sudo reboot



[lepekntovyeHne Ha HWE

Ubuntu 22.04

sudo apt install --install-recommends linux-generic-hwe-22.04

Ubuntu 20.04

sudo apt install --install-recommends linux-generic-hwe-20.04

Ubuntu 18.04

sudo apt-get install --install-recommends linux-generic-hwe-18.04

Ubuntu 16.04

sudo apt-get install --install-recommends linux-generic-hwe-16.04

Ubuntu 14.04

sudo apt-get install --install-recommends linux-generic-lts-xenial

Ubuntu 12.04

sudo apt-get install --install-recommends linux-generic-lts-trusty



[lepekntoyeHne Apache Ha
PHP-FPM

sudo systemctl stop apache2

sudo a2dismod php7.4

sudo a2dismod mpm_prefork

sudo a2enmod mpm_event

sudo apt install php-fpm

sudo apt install libapache2-mod-fcgid
sudo a2enmod proxy

sudo a2enmod proxy fcgi

sudo systemctl restart apache2



YOoaneHne ctapbix anep

O6HOBUTbL CNCTEMY U Nnepe3arpy3nTb On4 nepexona Ha akKTyaJibHYO BEPCUIO AOpPa

sudo apt update
sudo apt full-upgrade

sudo reboot

YOannTb OCTAaTKN

sudo apt autoremove --purge
MpoBEPUTb CNMNCOK YCTAaHOBJIEHHbIX S4ep

sudo dpkg --list | egrep 'linux-image|linux-headers'
MNocmoTpeTb paboyyto Bepcuio sgpa

uname -r

Yoanutob HEeHY>XHble BepChn aaep 1 3aroJioBKkoB

sudo apt purge linux-image-5.4.*

sudo apt purge linux-headers-5.4.*



YCTAaHOBKaA J1IOKa u

YCTaHOBUTb HY>XXHbI A3bIKOBON HAbop (roe xx - 3To Hanpumep en, ru, frn 1.4.))

sudo apt-get install language-pack-xx

MpuMeHnTb Nokasnb (raoe xx_XX - 3To Hanpumep en_US, ru_RU, fr FR n 1.4.)

sudo localectl set-locale LANG=xx XX.UTF-8

|_|pl/l HeobxoaMmMoCTun OTpenNaKTUBPOBATb CMNCOK BKJTKOYEHHbIX nokanen

sudo dpkg-reconfigure locales

npOBepVITb CMUCOK BKJIIOYEHHbIX JIOKanen

locale -a



YcTaHoBKa Docker

sudo apt update

sudo apt dist-upgrade

sudo apt install apt-transport-https ca-certificates curl software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu focal
stable"

sudo apt update

sudo apt install docker-ce

sudo usermod -aG docker ${USER}



YcTaHOBKa msmtprc

sudo apt-get install msmtp-mta ca-certificates

sudo nano /etc/msmtprc

44 defaults

tls on

tls_starttls on

tls_certcheck off

tls_trust file /etc/ssl/certs/ca-certificates.crt

account default

host <smtp.example.net>

port 465

auth on

keepbcc on

user <username@example.net>
password <password>

from <username@example.net>
syslog LOG_MAIL

sudo nano /etc/php/7.4/apache2/php.ini

44 sendmail_path = /usr/bin/msmtp -t

echo "Test Mail." | msmtp -a default username@domain.com



