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bA

NMmnopT 6a3bl SQLite B
PostgreSQL

YcTtaHoBuTb PG Loader

sudo apt install pgloader

Co3pgaTb (halns HaCcTpoeK MMnNopTa

nano import.conf

44 load database
from 'dbname.db’
into postgresql:///dbname
with include drop, create tables, create indexes, reset sequences
set work_mem to '16MB', maintenance_work_mem to '512 MB’;

Co3pnaTb Hy>XHYto 6a3y B PostgreSQL

createdb dbname

3anyck uMnopTa

pgloader import.conf



IkcnopT 6a3bl SQLite

sqlite3 dbname.db .dump > dbname.bak



Buptyannsauns



BupTtyanusauyns

BkntoyeHne 3D yckopeHns
VMware

1. PegakTupyem cann kodburypaumm

sudo nano ~/.vmware/preferences

2. NobaBnsem CTpoKy

44 mks.gl.allowBlacklistedDrivers = "TRUE"



BupTtyanusauyns

YMeHblLUeHNne X0/1I0CTON
Harpy3km QEMU

N3mMeHnTb gedonTHbie 3HAaYEeHUS NapaMeTPOoOB BUPTYaibHOW MaLLUUHbI C:

<clock offset='localtime'>
<timer name='rtc' tickpolicy='catchup'/>
<timer name='pit' tickpolicy='delay'/>
<timer name='hpet' present='no'/>
<timer name='hypervclock' present='yes'/>

</clock>

Ha nameHeHHsble:

<clock offset="'localtime'>
<timer name='hpet' present='yes'/>
<timer name='hypervclock' present='yes'/>

</clock>



ObopynoBaHue



ObopynoBaHune

Bbibop BnageokapThl

06N BbIBOA MHGOPMALMKX MO BUAEOKAPTAM

xrandr --listproviders

BbiBOO MHpOpMaLMK O NepBOn KapTe
DRI PRIME=0 glxinfo | grep -i opengl

BbiBO MHOpMaLKMM O BTOPON KapTe
DRI PRIME=1 glxinfo | grep -i opengl

3anyckK rnpuioXKeHnsa Ha BTOPON KapTe

DRI PRIME=0 gnome-terminal



O6opynoBaHune

HacTponka TRIM

OTpenakTupoBaTb Tanmep cny>xbbi fstrim:
sudo nano /usr/lib/systemd/system/fstrim.timer

MomMeHATb cooTBeTCTBYOWME NMapaMeTpPbI:

44 OnCalendar=hourly
AccuracySec=30s

OTpenakTupoBaTb Ccayxby fstrim:

sudo nano /usr/lib/systemd/system/fstrim.service

NoMeHsTb COOTBETCTBYIOLLNIA NapaMeTp:

44 ExecStart=/sbin/fstrim -av

Mepe3arpy3uTb cnyxbbl N NnepesanycTnTb Tanmep fstrim:

sudo systemctl daemon-reload

sudo systemctl restart fstrim.timer



ObopynoBaHune

He paboTaeT kamepa B
Firefox

OTKpbITb paclUMpeHHble HAacCTPOnKM Bpay3epa, BBeAs B afipeCHYI0 CTPOKY: about:blank
HanTn napameTp media.webrtc.camera.allow-pipewire W CMEHUTb €ro 3Ha4YeHWe Ha False

Mepe3anycTuTb 6pay3ep



ObopynoBaHune

OTkKnw4deHne Turbo Boost

ABTOMaTUYECKUWN PEXNM

Co3naeM HOBbIN CEPBUC

cat << EOF | sudo tee \
/etc/systemd/system/disable-turbo-boost.service
[Unit]

Description=Disable Turbo Boost on Intel CPU

[Service]

ExecStart=/bin/sh -c "/usr/bin/echo 1 > \
/sys/devices/system/cpu/intel pstate/no_turbo"
ExecStop=/bin/sh -c "/usr/bin/echo 0 > \
/sys/devices/system/cpu/intel pstate/no_turbo"

RemainAfterExit=yes

[Install]
WantedBy=sysinit.target
EOF

ObHoBNISIEM CMNCOK CEPBUCOB

sudo systemctl daemon-reload

Bklo4aeM n cTapTyem cepBuc

sudo systemctl enable --now disable-turbo-boost

YT06bl OTKNOYUTL JIMMUT - OCTaHABJIMBAEM cepBucC

sudo systemctl stop disable-turbo-boost

Py4HOW pe>xum

OTKNt0O4Yaem



echo 1 | sudo tee -a /sys/devices/system/cpu/intel pstate/no turbo

nnéo
echo "0" | sudo tee -a /sys/devices/system/cpu/cpufreq/boost
Bkntovaem

echo 0 | sudo tee -a /sys/devices/system/cpu/intel pstate/no turbo

nnbo

echo "1" | sudo tee -a /sys/devices/system/cpu/cpufreq/boost



ObopynoBaHune

YnpasneHune Touchpad C
KNaBuaTypbl

Cka4dmBaem touchpad.sh nnan cospaem chann

nano touchpad.sh

BbicTaBnigeM npaBa Ha UCMOJIHEHNE

chmod +x touchpad.sh

BcTaBnsiem B HEero Kon,
#!/bin/bash
state=$(gsettings get org.gnome.desktop.peripherals.touchpad send-events)

if [ "$state" == "'enabled'" ];then

gsettings set org.gnome.desktop.peripherals.touchpad send-events disabled
else

gsettings set org.gnome.desktop.peripherals.touchpad send-events enabled

fi

3akpblBaeM, nepemMeltaem B loboe mecTo 1 fobassieM B rpapmnyeckoM oKpyxeHune Bbi30B hanna
Yyepes HY>KHOe coYeTaHue Ha KJaBuaType.

P.S. PaboTaeT Tonbko B Ghome


https://wiki.tiukov.com/attachments/3

O6opynoBaHune

Intel sound

Ecnn He paboTaeT BbIBOA 3BYKa, XOTS YPOBHM 0TOOParkatoT, Y4TO 3BYK siIKOObI MAET, BbIMONHUTL
chepylouime KOMaHabl:

sudo grubby --update-kernel=ALL --args="snd-intel-dspcfg.dsp driver=1"
sudo grubby --info=ALL
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

N nepe3anycTuTb CUCTEMY



O6opynoBaHune

Intel Wi-FiI 7 (BExxx cards)

C kapTamu Intel cepum BE (Wi-Fi 7) ecTb npobnema c HepaboTaloWwmMM peXxmuMoM CHa Ha HOyTOyKax.
Mocne BbIXxoda 13 CHa, HOYTOYK TepseT BO3MOXXHOCTb NUCMOJIb30BaTh BecnpoBogHbIe CoOeaNHEHNS.

[o Tex nop, Nnoka ncnpasneHne He byaeT BHECEHO B A4P0, MOXKHO BOCMOJIb30BaTbCA CAefyowmm
PUKCOM.

Co3pnaem ann iwlwifi.sh:
sudo nano /usr/lib/systemd/system-sleep/iwlwifi.sh

BHocuM B Hero crepyroulee:
#!/bin/bash

if [ "$1" = "post" 1; then

exec /usr/sbin/modprobe iwlwifi iwlmvm
elif [ "$1" = "pre" ]; then

exec /usr/sbin/rmmod iwlmvm iwlwifi

fi
exit 0
Denaem hann NcrnosHAeMbIM:

sudo chmod +x /usr/lib/systemd/system-sleep/iwlwifi.sh

lMepe3anyckaeM yCTpPONCTBO



O6opynoBaHune

Trim Ha USB amckax

YcTaHOBKa O0MOJIHUTESIbHbIX MaKeToB

sudo apt install sg3-utils lsscsi

HalnTn B cnncke HeobxoauMblin AUCK

lsusb

3anncaTb B KOH(Urypauuno nsMmeHeHnsa Onsa Hy>xHoro gucka, roe AAAA n BBBB 3aMeHUTb Ha
JaHHble 13 napameTpa ID

echo 'ACTION=="add|change", ATTRS{idVendor}=="AAAA", ATTRS{idProduct}=="BBBB",
SUBSYSTEM=="scsi disk", ATTR{provisioning mode}="unmap"' | tee -a /etc/udev/rules.d/10-uas-

discard.rules

MepesanycTuTb Npasuia UDEV

sudo udevadm control -R -S

MpoBepuTb paboTocnocobHoCTb Trim

lsblk -Df

3anycTuTb Trim, rae BmecTto /path/to_mount yka3saTb NyTb, N0 KOTOPOMY CMOHTMPOBAH Usb Anck

sudo fstrim -v /path/to_mount



ObLwee



Obuwee

ABTO3aMyCK CKpunTa gns
Gnome

Ecnm ecTb HE06XOAMMOCTb 3aNyCKaTbCKPUNT MPU Ka>kKaoM 3anycke Gnome oKpy>XeHus,
Heobxoaumo co3naTb desktop ¢ana aBTO3anycKa:

nano ~/.config/autostart/scriptname.desktop

roe scriptname - Ha3BaHMe aiina, KoTopoe MoXeT bbITb Nt06bIM, HO IOrMYHEe BCEro caenaTb
€ro aHasIornM4yHbIM Ha3BaHUIO haitna cKpunTa.

BcTaBnTb B HEro cogep>xmmoe:

44 [Desktop Entry]
Name=my-script
GenericName=my-script
Comment=My Script
Exec='/home/user/.config/autostart/scriptname.sh'
Terminal=false
Type=Application
X-GNOME-Autostart-enabled=true

Mpe:

e my-script - Ha3BaHMe CKpUNTa B rpaPn4eCcKoM OKPY>KEHN

e My Script - onncaHue ckpunTa

e /home/user/.config/autostart/scriptname.sh - nycTb 00 cKpunTa, KOTOPbLIN
HeobxoaMMO 3anyckaTb

MNMocne nepe3sanycka rpaun4eckoro oKpyXeHus, CKpUnT aBToMaTU4Yeckn byaeT 3anylieH B dhoHe.



ObLee

ABTOMaTuMn4yeckoe
obHoBJieHMe Flatpak
MakKeToB

YcTaHOBKa cny>Xbbl 06HOBNEHUSA 415 NOSb30BaTeEN

sudo nano /etc/systemd/user/update-user-flatpaks.service

44 [Unit]
Description=Update user Flatpaks

[Service]
Type=oneshot
ExecStart=/usr/bin/flatpak update --assumeyes --noninteractive --user

[Install]
WantedBy=default.target

YcTaHOBKa CJ'Iy>K6bI obHOBIEHNS A1 CUCTEMBI

sudo nano /etc/systemd/system/update-system-flatpaks.service

44 [Unit]
Description=Update system Flatpaks
After=network-online.target
Wants=network-online.target

[Service]
Type=oneshot
ExecStart=/usr/bin/flatpak update --assumeyes --noninteractive --system




[Install]
WantedBy=multi-user.target

YCcTaHOBKa TanMepa 414 Nosib3oBaTenen

sudo nano /etc/systemd/user/update-user-flatpaks.timer

44 [Unit]
Description=Update user Flatpaks daily

[Timer]
OnCalendar=daily
Persistent=true

[Install]
WantedBy=timers.target

YcTaHoBKa Ta|7|Mepa ona CNCTeMbl

sudo nano /etc/systemd/system/update-system-flatpaks.timer

44 [Unit]
Description=Update system Flatpaks daily

[Timer]
OnCalendar=daily
Persistent=true

[Install]
WantedBy=timers.target

BkitoyeHne u 3anyck ciyxb

systemctl --user enable --now update-user-flatpaks.timer

sudo systemctl --system enable --now update-system-flatpaks.timer



ObLee

Bkno4yeHne noanep XkKu
MynbTMeana B Opera

Co3paTb UM CKayvaTb roToBbIN hann fix_opera.sh n BHECTN B HEro CKpuUnT

nano fix-opera.sh

#!/usr/bin/env bash

TMP_DIR="/tmp"
APP _DIR="/usr/1ib64/opera"

curl -s https://api.github.com/repos/nwjs-ffmpeg-prebuilt/nwjs-ffmpeg-prebuilt/releases/latest
| grep -wo "https.*-linux-x64.zip" | wget -qi - -P "$TMP_DIR"

mv "$TMP DIR"/*-linux-x64.zip "$TMP DIR"/libffmpeg.zip

unzip "$TMP DIR"/libffmpeg.zip

rm -rf "$TMP DIR"/libffmpeg.zip

sudo mv "$TMP _DIR"/libffmpeg.so "$APP DIR"/.

CoenaTb €ro UCNOJIHSAEMBIM, 3anyCTnTb N BBECTU NMapoOJib

chmod +x fix-opera.sh

./fix-opera.sh

Mepe3anycTtuTb Bpaysep


https://wiki.tiukov.com/attachments/4

ObLee

Bko4YeHne nogaep>XXKu rsa
LLndppoBaHMA ona ssh

BkntoveHne nogaoep>xku RSA
echo "HostKeyAlgorithms +ssh-rsa" >> /etc/ssh/sshd config
[Mepe3anyck cepBuca

systemctl restart sshd



ObLee

BknovyeHne nogaepXXKu
Wayland ana NoMachine

BapnaHT 1
sudo nano /usr/NX/etc/node.cfg
44 WaylandModes "compositor,drm"
sudo systemctl restart display-manager
sudo /etc/NX/nxserver --restart
BapuaHT 2

sudo /etc/NX/nxserver --egl-capture yes

sudo nano /usr/NX/etc/node.cfg

44 WaylandModes "egl,compositor,drm"

sudo systemctl restart display-manager

sudo /etc/NX/nxserver --restart



ObLee

BkA4YeHne noaocBeTKU
CUHTAKCUCa B haho

Ecnn cann KoHgpura ecTb, TO:

nano ~/.config/nano/nanorc

Ecnn ¢avina KoHgpura HeT, To:

mkdir -p ~/.config/nano; cd !'$; nano nanorc

44 include "/usr/share/nano/*.nanorc"



ObLee

Bko4YeHne yCKopeHus
Firefox

B about:config nsmeHnTb
BkioyeHne annapaTHOrO YCKOPEHMUS:

layers.acceleration.force-enabled = true
webgl.force-enabled = true
gfx.webrender.enabled = true
gfx.webrender.all = true
dom.webgpu.enabled = true

BktoyeHne annapaTHOro AeKoANpPoBaHUS:

widget.wayland-dmabuf-vaapi.enabled = true
media.ffmpeg.vaapi.enabled = true
media.ffmpeg.low-latency.enabled = true
media.navigator.mediadatadecoder vpx enabled = true
media.ffvpx.enabled = false

media.rdd-ffvpx.enabled = false

media.rdd-vpx.enabled = false

Mepe3anycTtuTb Bpaysep



ObLee

[[eHepauunsa dbparam.pem

sudo openssl dhparam -out /etc/ssl/certs/dhparam.pem 4096



Obuwee

[[eHepauna QR KonooB

YCTaHOBUTDL qrencode, nocyse 4Yero BbIMNOJIHNTb HeO6XO,D,I/IMyPO KOMaHAy no reHepaunn.

feHepaumnsa CCblIKK

grencode -m @ -L H -s 6 -0 qrcode.png "https://www.tiukov.com"

leHepaumnsa reonosnumnmn

grencode -m 0 -1 H -s 6 -0 "grcode.png" "geo0:12.459444,99.978611"

leHepaumna HoMmepa TesiedoHa

grencode -m @ -1 H -s 6 -0 "grcode.png" "tel: +79876543210"

FeHepaumna Wi-Fi nogknto4yeHuns

grencode -m @ -T H -s 6 -0 "grcode.png" "WIFI:T:WPA2;S:SSID WIFI NAME;P:P@$$WORD; ;"

(eHepaumnsa co3gaHnsa NMcbMa

grencode -m @ -1 H -s 6 -0 "grcode.png" "mailto:mail@example.com?subject=Test&body=Test mail

message"

leHepaumna SMS

grencode -m 0 -1 H -s 6 -0 "grcode.png" "smsto:+79876543210,Test message"



ObLee

[106aBNTb TEKCT B Ha4Yanlo
NJIN B KOHEL, KaXX 0
CTPOKW

C nomouwybto sed (3 BapuaHTa):

sed 's/~/TEKCT [00/' file.txt
sed -e 's/™\(.*\)$/TEKCT O0\1/' file.txt
sed 's/.*/TEKCT O0&/' file.txt

sed 's/$/TEKCT NOCNE/' file.txt
sed -e 's/”\(.*\)$/\1TEKCT NOCJNE/"' file.txt
sed 's/.*/&TEKCT MOCJE/"' file.txt

sed 's/"/TEKCT [0/; s/$/TEKCT NMOCNE/' file.txt

sed -e 's/”\(.*\)$/TEKCT OO\1TEKCT NOCNE/' file.txt
sed 's/.*/TEKCT OO&TEKCT NOCJE/' file.txt

C nomoLybto awk:
awk '{ print "TEKCT 00" $0 }' file.txt
awk '{ print $0 "TEKCT NOCNE" }' file.txt

awk '{ print "TEKCT O0" $0 "TEKCT NOCNE" }' file.txt

C nomouwbto perl (3 BapmnaHTa):
perl -lne 'print "TEKCT [0$ "' file.txt
perl -pe 's/”~/TEKCT [O0/' file.txt

perl -lpe '$ ="TEKCT [00$ "' file.txt

perl -lne 'print "$ TEKCT MOCJE"' file.txt



perl -pe 's/$/TEKCT NOCNE/' file.txt
perl -lpe '$ ="$ TEKCT MOCJE"' file.txt

perl -lne 'print "TEKCT [0$ TEKCT NOCNE"' file.txt
perl -pe 's/”/TEKCT 00/; s/$/TEKCT MNOCNE/' file.txt
perl -lpe '$ ="TEKCT [0$ TEKCT MOCNE"' file.txt

Ecnn Hy>XHO BbIBECTU HE Ha 3KpaH, a B palisl, TO B KOHLIe KOMaHabl 106aBUTh:

44 > new file.txt



ObLee

KoHBepTunpoBaHMe
hopmaTOB N3006pPaKeHNN

PNG->]PG
for file in *.png; do convert $file "$file.jpg"; done

JPG->PNG

for file in *.jpg; do convert $file "$file.png"; done



ObLee

KonunpoBaHmne gucka no
cCeTwu

Mony4vaTenb

nc -1 $PORT | pbzip2 -d | dd of=/hdd.img obs=1M

OTnpasuTesib

pv /dev/$DISK | pbzip2 -9 | nc $IP $PORT
$DISK - geHTudmnkatop ancka nam pasgena (Hanpumep sda)
$IP - IP agpec yCTpONCTBa, Kyda HY>XHO OTMpPaBUTb OaHHble
$PORT - lNMopT onga noakato4eHus
BMHecTo /hdd.img MOXHO yKa3zaTb Apyroe pacnojioXeHne nam guck, ons nepeHoca gaHHbiX 1k1.

Ons paboTbl HyXHbI: netcat, dd, pv n pbzip2



ObLee

HeKoppeKTHble LBeTa B
Firefox

B HeKOTOpbIX CyYasax uBeTa OTAesIbHbIX 2JIEMEHTOB CallTa MOryT oTobparkaTbCA HEKOPPEKTHO
NpPY NCNOJIb30BaHUN TEMHOW CUCTEMHOWN TeMbl. Hanpumep, 3To Hanbonee 4acTo NpPosABAAETCHA Ha
dopmax BBoda. icnpaBnsieTca cMeHOM HacTpoek bpaysepa.

e OTKPbITb paclUMpeEHHbIE HAacTPonKK Bpaysepa Yyepes about:config
e dnemeHTy browser.display.use_system_colors BbicTaBuTb 3Ha4yeHue False
e DnemeHTy widget.content.allow-gtk-dark-theme BbicTaBuTb 3Ha4YeHne False



ObLee

O6HoBNEHNE MOoayJien
Python

MpoBepUTb CMNUCOK YCTapeBLUMX Moaynen

pip3 list --outdated

BapuaHT 1

pip3 list --outdated --format=freeze | grep -v '"\-e' | cut -d = -f 1 | xargs -nl pip3 install
-uU

BapuaHT 2

pip3 list -o | cut -f1 -d' ' | tr " " "\n" | awk '{if(NR>=3)print)' | cut -d' ' -fl | xargs -

nl pip3 install -U



ObLee

OTKN4YeHne 3allnNTbl OT
YA3BUMOCTEN

OTpepnakTuposaTb NapaMmeTp GRUB_CMDLINE_LINUX 3arpys4yuka

sudo nano /etc/default/grub

Ecnn anpo ctapee 5.1.13

44 GRUB_CMDLINE_LINUX="noibrs noibpb nopti nospectre_v2 nospectre_v1 |1tf=off
nospec_store bypass disable no_stf barrier mds=off tsx=0n
tsx_async_abort=off mitigations=off"

Ecnn agpo HoBee 5.1.13

44 GRUB_CMDLINE_LINUX="mitigations=off"

O6HOBUTbL 3arpy3yumk

sudo update-grub

Mepe3anyCcTuTb CUCTEMY

sudo reboot

npOBepI/ITb dKTyaJIbHOE COCTOAHME 3allNThbI

sudo lscpu



ObLee

OTKN4YeHne 3allnNTbl OT
Meltdown n Spectre

Ons oTKAYeHNs 3aWnTbl HeobX04NMMO OTpeAaKTUPOBaTb CTPOKY 3arpy3ku, nobasme
HeobxoanMble NapaMeTpbl:

sudo nano /etc/default/grub

44 GRUB_CMDLINE_LINUX_DEFAULT="... noibrs noibpb nopti nospectre_v2
nospectre_v1 [1tf=0off nospec_store_bypass_disable no_stf barrier mds=off
tsx=on tsx_async_abort=off mitigations=off"

sudo update-grub

sudo reboot



ObLee

OTKNO4YeHne NpoBepKu
COCTOSAHNA CeTu

BHecTn nameHeHns B pann koHdurypaummn NetworkManager:

sudo cat >> /etc/NetworkManager/NetworkManager.conf <<EOF
[connectivity]
enabled=false

EOF

Mepe3anyCcTuTb CUCTEMY:

sudo reboot



ObLee

OTKJIl0OYeHMe 3KpaHa
KOHCOJIN

sudo nano /etc/default/grub

44 GRUB_CMDLINE_LINUX="consoleblank=120"

sudo update-grub



Obuwee

OTkN4YeHune IPvo

MPUMeEHNTb HAaCTpoKK H6e3 nepesanycka

sudo sysctl -w net.ipv6.conf.all.disable ipv6=1
sudo sysctl -w net.ipv6.conf.default.disable ipv6=1

sudo sysctl -w net.ipv6.conf.lo.disable ipv6=1

BHeCcTn nsMeHeHnsa B CUCTEMHYIO KOHPUTypaLuto

echo "net.ipv6.conf.all.disable ipv6=1" >> /etc/sysctl.conf
echo "net.ipv6.conf.default.disable ipv6=1" >> /etc/sysctl.conf

echo "net.ipv6.conf.lo.disable ipv6=1" >> /etc/sysctl.conf

Ecu nocne nepesarpysku cepBepa ipv6 He OTKAKOYUICHA, BHECTU n3MeHeHuns B /etc/rc.local

/etc/sysctl.d

/etc/init.d/procps restart

Ona oTkn4YeHns Hepes 3arpysyuk, nobaBnTh K napaMeTpy a4pa

44 GRUB_CMDLINE_LINUX_DEFAULT="ipv6.disable=1"
GRUB_CMDLINE_LINUX="ipv6.disable=1"

O6HOBUTBL 3arpy34mK

update-grub



ObLee

OTkNto4YeHne Super+N B
Gnome

Co3paTtbh ckpunT

nano disable super _n.sh

BcTaBuTb B HEro cogep)xmmoe
#!/usr/bin/env bash

WSNUM=(1 2 3 4 56 7 8 9)
for WSN in ${WSNUM[@]}
do
gsettings set org.gnome.shell.keybindings switch-to-application-$WSN []

done

CoenaTb CKpUMT 3arnyckaeMbiM

chmod +x disable super n.sh

BbIMOMHUTL CKPUNT

./disable super _n.sh



ObLee

Pa3pelleHne 3anycka
rpadonydeckmnx NPUIoXKEeHNM
noa sudo



CkpunT noaknto4vyeHna K RDP

MpenBapuTenbHO YCTaHOBUTL NakeT freerdp

sudo nano /opt/rdp.sh

44 #!/bin/bash
#GDK BACKEND=x11
RDPCLIP="-clipboard"
RDPCOMP="-compression"
RDPSHARE="-home-drive"
RDPSERVER="zenity --entry --title="RDP" --text="Server address""
RDPLOGIN="zenity --entry --title="RDP" --text="Server login""
RDPPASS="zenity --entry --hide-text --title="RDP" --text="Server password""

RDPCHOICE="zenity --list --title "RDP" --text "Connection options" --checklist --
column "" --column "Select" 1 "Clipboard" 2 "Compression" 3 "Share home
folder"”

case "${RDPCHOICE}" in
*"Clipboard"* )
RDPCLIP="+clipboard"

esac

case "${RDPCHOICE}" in
*"Compression"* )
RDPCOMP="+compression"

esacC

case "${RDPCHOICE}" in
*"'Share home folder"*)
RDPSHARE="+home-drive"

esac

xfreerdp /u:$RDPLOGIN /p:$RDPPASS /v:$RDPSERVER /cert-ignore /network:auto
/workarea /dynamic-resolution /disp /video /nsc /microphone /sound /smartcard



https://www.freerdp.com

/gfx /rfx +window-drag +offscreen-cache +menu-anims +gfx-progressive +gfx-
small-cache +gfx-thin-client +glyph-cache +multitransport +gestures +bitmap-
cache +aero +fonts $RDPSHARE $RDPCLIP $RDPCOMP &> /dev/null

Mpu ncnonsb3zosaHum Wayland, packommeHTnpoBaTb cTpoKy GDK BACKEND=x11

Cka4aTb NMKOHKY OJ14 NPUNTOXXEHNA N NMOJIOXKNTb B OMalLLUHIOK ONPEKTOPUIO

sudo mv ~/rdp.png /opt/rdp.png

nano ~/.local/share/applications/rdp.desktop

44 [Desktop Entry]
Exec=/opt/rdp.sh %u
Name=RDP
GenericName=RDP
X-GNOME-FulIName=RDP
Icon=/opt/rdp.png
Type=Application
Terminal=False

B cnncke npunoxxeHuin NoABUTCA NpuioxxeHne ¢ HazsaHnem RDP
Bbibop onuumn npv NoOKAIOYEHUN BANSET Ha CrefyoLlee:

e Clipboard - Bknto4eHune obuero 6ygepa obMeHa MeXxay KOMMNbIOTEPOM U yAa/IEHHbIM
cepsepoM
e Compression - BKJOYEHME CKaTUA (BKAOYaTb npu paboTe Yyepes MHTEPHET Uaun npu

Me[JIeHHOW JIOKaJIbHOW ceTn)
e Share home folder - nogkno4YeHne gOMalWLIHEN ONPEKTOPUN B BUAE CETEBOr0 AMNCKA Ha

yOaJeHHOM cepBepe


https://wiki.tiukov.com/uploads/images/gallery/2021-12/rdp.png

ObLee

Cny>xba Tracker

OTK4YeHne

systemctl --user mask tracker-extract-3.service tracker-miner-fs-3.service tracker-miner-rss-
3.service tracker-writeback-3.service tracker-xdg-portal-3.service tracker-miner-fs-control-

3.service

tracker3 reset -s -r

[Mepe3anyCcTnTb KOMMbIOTEP

Bko4dyeHne

systemctl --user unmask tracker-extract-3.service tracker-miner-fs-3.service tracker-miner-
rss-3.service tracker-writeback-3.service tracker-xdg-portal-3.service tracker-miner-fs-

control-3.service

[Mepe3anyCcTnTb KOMMbIOTEP



ObLee

Co3oaHune dhania NnogKavdKy

Co3pnaem ann pasmepom B 4GB:

sudo fallocate -1 4G /swapfile

BoicTaBnsgem npasBa.

sudo chmod 600 /swapfile

lMpeBpallaemM ero B swap pasgen:

sudo mkswap /swapfile

Mopokntovaem:

sudo swapon /swapfile

,D,O6aBﬂﬂeM aBTO nogkJsito4eHne rnpum CtapTe CUCTEMDbI:

echo '/swapfile none swap sw 0 0' |sudo tee -a /etc/fstab



Obuwee

YnaneHue aredTa ltarian

nano uninstall ccc.sh

44 #'/bin/bash

if find /etc/systemd/system/itsm.service -name itsm.service -print -quit;
then

systemctl stop itsm && systemctl disable itsm && rm -f
/etc/systemd/system/itsm.service && rm -rf /opt/COMODO && rm -rf
/run/comodo && rm -rf /etc/xdg/menus/applications-merged/comodo-
comodo.menu && rm -rf ~/Desktop/comodo-ccs.desktop

read -p "REBOOT IS NEEDED, PERFORM NOW? Y/N " n

echo $n

if[$n=Y]||[$n=Yy]

then

/sbin/reboot

fi

elif find /etc/init/itsm.conf -name itsm.conf -print -quit;

then

stop itsm && rm /etc/init/itsm.conf && initctl reload-configuration && rm -rf
/opt/COMODO && rm -rf /frun/comodo && rm -rf /etc/xdg/menus/applications-
merged/comodo-comodo.menu && rm -rf ~/Desktop/comodo-ccs.desktop
echo ""

echo "***COMODO CLIENT COMMUNICATION IS UNINSTALLED***"
echo ""

read -p "REBOOT IS NEEDED, PERFORM NOW? Y/N " n

echo $n

if[$n=Y]|[[$n=Yy]

then

/sbin/reboot

fi

else

echo ""

echo "***DEVICE IS NOT ENROLLED IN ITSM*#*!"

echo ""

fi



chmod +x uninstall ccc.sh

sudo sh uninstall ccc.sh



ObLee

YOoaneHune 3arpy3o4HblX
3anuncen BIOS/UEFI

MocMoTpeTb CNUCOK 3anuceun

efibootmgr -v

Ypanutb KOH KPEeTHYIO 3anuchb

sudo efibootmgr -b # -B

oe # - Homep 3anucm 6e3 Hynen (Hanpumep gnsa 3anmcm Boot0003 HeobXx0AMMO yKa3biBaTb
npocTo 3).



ObLee

YCTAHOBKA MaKeTHOoro
MeHepn>xepa NIX

YcTaHoBKa

curl -L https://nixos.org/nix/install | sh

HobaBneHne Cnncka yCTaHOBJIEHHbIX MPUIOXKEHUA NiX B 0OLLMA CANCOK

ln -s /home/$USER/.nix-profile/share/applications/* /home/$USER/.local/share/applications/



YcTaHOBKa unbound

sudo apt install unbound
wget https://www.internic.net/domain/named.root -qO0- | sudo tee /var/lib/unbound/root.hints

sudo nano /etc/unbound/unbound.conf.d/main.conf

a4 server:
logfile: "/var/log/unbound/unbound.log"
verbosity: 1

interface: 0.0.0.0
port: 53

do-ip4: yes
do-udp: yes
do-tcp: yes
do-ip6: no
prefer-ip6: no

#root-hints: "/var/lib/unbound/root.hints"

harden-glue: yes
harden-dnssec-stripped: yes

hide-identity: yes
hide-version: yes

use-caps-for-id: no
edns-buffer-size: 1472
prefetch: yes
num-threads: 1
so-rcvbuf: 1m

private-address: 192.168.0.0/16
private-address: 169.254.0.0/16




private-address: 172.16.0.0/12
private-address: 10.0.0.0/8
private-address: fd00::/8
private-address: fe80::/10

access-control: 192.168.0.0/16 allow
access-control: 169.254.0.0/16 allow
access-control: 172.16.0.0/12 allow
access-control: 10.0.0.0/8 allow
access-control: 127.0.0.1/24 allow

sudo mkdir -p /var/log/unbound

sudo touch /var/log/unbound/unbound.log

sudo chown unbound /var/log/unbound/unbound.log
sudo systemctl disable systemd-resolved --now

sudo systemctl restart unbound



ObLee

cbonsal

YcTaHOBKa M3 NCXOOHNKOB

git clone https://gitlab.com/jallbrit/cbonsai
cd cbonsai

sudo make install PREFIX=/usr/ocal

cd ..

rm -rf cbonsai



ObLee

Cockpit SSL

3anuTb Ha cepBep cepTudumkaT (certificate.crt) n knwou (certificate.key)

sudo cat certificate.crt > /etc/cockpit/ws-certs.d/ssl.cert
sudo cat certificate.key >> /etc/cockpit/ws-certs.d/ssl.cert

sudo systemctl restart cockpit



ObLee

Gnhome - yBeJZinyeHume
rooMmkocTu 6onee 100%

gsettings set org.gnome.desktop.sound allow-volume-above-100-percent 'true'



Obuwee

IPIP TyHHEnNb

192.168.2.1 - BHYTPEHHUI agpec y31a TYHHeNs
255.255.255.0 - noaceTb BHYTPEHHEro TyHHens

BpeMeHHbIN TYHHEsb

sudo apt install ipip

sudo modprobe ipip

sudo modprobe tun

sudo ip tunnel add tun® mode ipip remote <remote ip> local <local ip>
sudo ip link set tun0® up

sudo ip addr add 192.168.2.1/24 dev tun0

MOCTOAHHBIA TYHHENb

sudo apt install ipip
sudo modprobe ipip
sudo modprobe tun

sudo nano /etc/network/interfaces

44 auto tun0
iface tunO inet static
address 192.168.2.1
netmask 255.255.255.0
network 192.168.2.0
broadcast 192.168.2.255
pre-up /sbin/ip tunnel add tunO0 mode ipip remote <remote_ip> local <local_ip>
post-down /sbin/ip tunnel del tun0

sudo ifup tun®



Obuwee

LVM

PacwwnpeHue pasgena
e [Nlogknto4YaeM ANCK

B naHHOM npumMepe, rpynna lvm vgmain, noakato4YeHHbIn Anck sdb, a yBenmymBaemMslin pasgen -
KOPHEBOW.

e CMOTPUM TEKYLLWIA CMINCOK FPYrmn:

vgdisplay

NobaBnsieM guck B rpynmny:

vgextend vgmain /dev/sdb

CMOTPUM TEKYLLMIA CMNCOK pa3nesios:

lvdisplay

YBenun4nBaeM pasnen Ha pasmep nobaBneHHOro Ancka:

lvextend -r -1 +100%FREE /dev/vgmain/root

MeHsieM pa3MeTKy panloBON CUCTEMBbI:

xfs growfs / -d



Obuwee

Nextcloud

BkniovyeHue HTTPS

sudo nano /var/www/html/config/config.php

a4 'overwrite.cli.url' => 'https://my.nextcloud.com’,
'overwritehost' => 'my.nextcloud.com’,
'‘overwriteprotocol' => 'https’,
'htaccess.RewriteBase' => '/,

sudo -u www-data php /var/www/html/occ maintenance:update:htaccess

O4YMCTKA NPUSIOXKEHUN

sudo -u www-data php /var/www/html/occ files:scan-app-data

Mepeunnpexkcauua pannos

sudo -u www-data php /var/www/html/occ files:scan --all

I/IcnpaBneHue KOAMUPOBKHM

sudo convmv -f utf-8 -t utf-8 -r --notest --nfc <nextcloud-data-folder>

sudo -u www-data php /var/www/html/occ files:scan --all

OTKNIO4YeHue UHOEeKCUpPpoBaHusA

sudo touch <nextcloud-data-folder>/.noindex

OTKJ/I0YeHue cKaHupoBaHusa poTo

sudo touch <nextcloud-data-folder>/.noimage

OTKJ/II0YeHue CKaHUpPOBaHUA Meaua

sudo touch <nextcloud-data-folder>/.nomedia



MpesBblo

sudo

-u www-data

squareSizes

sudo

-u www-data

widthSizes

sudo

-u www-data

heightSizes

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

sudo

sudo

-u www-data
-u www-data
-u www-data

-u www-data

php

php

php

php

php

php
php

/var/www/html/occ

/var/www/html/occ

/var/www/html/occ

/var/www/html/occ

/var/www/html/occ

/var/www/html/occ

/var/www/html/occ

systemctl restart apache2

-u www-data php /var/www/html/occ

-u www-data php /var/www/html/occ

-u www-data php /var/www/html/occ

crontab -u www-data -e

config:app:set --value="32 64 1024" previewgenerator

config:app:set --value="64 128 1024" previewgenerator

config:app:set --value="64 256 1024" previewgenerator

config:app:set preview jpeg quality --value="60"
config:system:set preview max x --value 2048
config:system:set preview max y --value 2048

config:system:set jpeg quality --value 60

preview:delete old
preview:generate-all -vvv

preview:pre-generate

a4 */10 * * * * php -f /var/www/html/occ preview:pre-generate

nano /var/www/html/config/config.php

44 'preview_libreoffice_path' => '/usr/bin/libreoffice’,
‘enable_previews' => true,
'enabledPreviewProviders' =>

array (

0 => 'OC\\Preview\\Image',
1 => 'OC\\Preview\\Movie',

),

Murpaumsa B PostgreSQL

sudo apt install php-pgsql

sudo -u postgres psql

CREATE USER nextcloud WITH PASSWORD 'p@$$wOrd';
CREATE DATABASE nextcloud TEMPLATE template® ENCODING 'UNICODE';

ALTER DATABASE nextcloud OWNER TO nextcloud;
GRANT ALL PRIVILEGES ON DATABASE nextclouddb TO nextcloud;



\q
sudo -u www-data php /var/www/html/nextcloud/occ db:convert-type --all-apps --password

"p@$$wOrd" pgsql nextcloud localhost nextcloud

CkKasaTb KJIMeHTaM, YTO AaHHble Ha cepBepe NnoMeHAJINCb

sudo -u www-data php /var/www/html/occ maintenance:data-fingerprint

UcnpaBneHue owinbok Redis

sudo redis-cli -s /var/run/redis/redis-server.sock flushall

NcnpaBneHue ouMb0K C naTou

sudo find /data/folder -mtime +18000 -exec echo {} ";"
sudo touch /data/folder/wrong/file

sudo -u www-data php /var/www/html/occ files:scan --all



Obuwee

Nextcloud automount with
rclone

HobaBuTb Nextcloud nogkntoyeHne B KOHhuUrypauyuto rclone.
Ona npumepa byaeT ncnosib3oBaTbCA Ha3BaHME NMoakaYeHus - nextcloud.
CmeHuTb B cepemnce {USER_NAME} Ha nMA nonb3oBaTens.

Co3paTb B OMALUHEN ANPEKTOPUN TOYKY MOHTUPBOAHMS

mkdir ~/Nextcloud

Co3paTb cepBUC

sudo nano /etc/systemd/system/rclone-nextcloud.service

[Unit]

Description=RClone mount for Nextcloud
Documentation=man:rclone(1)
After=network-online.target
Wants=network-online.target

AssertPathIsDirectory=/home/{USER_ NAME}/Nextcloud

[Service]

Type=simple

User=tiukov

Group=tiukov

ExecStart=/usr/bin/rclone mount nextcloud: /home/{USER NAME}/Nextcloud \
--config=/home/{USER NAME}/.config/rclone/rclone.conf \
--vfs-cache-mode full \
--vfs-cache-max-age 6h \
--vfs-cache-max-size 50G \
--buffer-size 16M \
--dir-cache-time 72h \

--umask 002 \



--uid 1000 \

--gid 1000 \

--daemon-timeout 30s
ExecStop=/bin/fusermount -u /home/{USER NAME}/Nextcloud
TimeoutStartSec=60
TimeoutStopSec=20
KillMode=process
Restart=on-failure
RestartSec=30
StartLimitInterval=300
StartLimitBurst=3

[Install]

WantedBy=multi-user.target

OOHOBUTbL CMNCOK

sudo systemctl daemon-reload

Bkno4nTb 1 3a nyctnTb

sudo systemctl enable --now rclone-nextcloud.service



Ownbkun



Owmnbkn

./../grub-
core/commands/loadenv.h:r
ead envblk files:51:invalid
environment block



Owmnbkn

Jjopt/resolve/bin/resolve
symbol lookup error
/lib64/libgdk pixbuf-2.0.50.0
undefined symbol

g task set static name

BapraHT 1

sudo rm /opt/resolve/libs/libglib-2.0.s0*
sudo rm /opt/resolve/libs/1libgio-2.0.so*
sudo rm /opt/resolve/libs/libgmodule-2.0.s0*

BapunaHT 2

wget
https://dl.fedoraproject.org/pub/fedora/linux/releases/38/Everything/x86 64/0s/Packages/g/gdk-
pixbuf2-2.42.10-2.1fc38.x86 64.rpm

rpm2cpio ./gdk-pixbuf2-2.42.10-2.fc38.x86 64.rpm | cpio -idmv

sudo cp -r * /opt/resolve/libs/



Owmnbkn

Jjopt/resolve/bin/resolve
symbol lookup error
/lib64/libpango-1.0.50.0

sudo cp /lib64/1libglib-2.0.* /opt/resolve/libs/



Owmnbkn

BbicOKaa Harpy3ka Ha
npoL,.eccop npoueccom
nvidia-powerd

BapunaHT 1

OTKprBaEM CBOWNCTBA npoueccCa Ha pefakTnpBoaHMe:
sudo systemctl edit nvidia-powerd

Hobasnsaem "-" K KOMaHAe 3anycka nvidia-powerd. CTpoka 3anycka oJi>kKHa bbITb Buaa:

44 ExecStart=-/usr/bin/nvidia-powerd

nepe‘-II/ITbIBaeM CepBUCHI:

sudo systemctl daemon-reload

Mepe3anyckaeM CepBuUC:

sudo systemctl restart nvidia-powerd

BapunaHT 2
Co3paem ckpunT:
sudo nano /opt/nvpd _restart.sh
HobaBnsem B Hero cogepxmmoe:
#!/bin/bash
nvidia usage=$(ps -C nvidia-powerd -o %cpu | grep -v C | awk '{printf $1}' | cut -d "." -f 1)

if [ "$nvidia usage" -gt 5 1; then



systemctl restart nvidia-powerd

echo "nvidia-powerd service KO => restarted"
else

echo "nvidia-powerd service OK"

fi

[MponunceiBaeM B KPOH:

44 */1 * * ** Jopt/nvpd_restart.sh 2>&1



Owmnbkn

Bbicokoe noTpebneHune
pecypcoB NpoLeccom
tracker-extract

Ons ncnpasneHns HeobxoaMMO B KOpeHb BCEX BHELLUHUX AMCKax CO3[4aTb NMyCcTble hanbl
.nomedia n .trackerignore

Mpumep:

touch ~/pCloudDrive/.nomedia

touch ~/pCloudDrive/.trackerignore
touch ~/NAS/.nomedia

touch ~/NAS/.trackerignore

DTO KacaeTCs ceTeBbIX ANCKOB, 06/1a4HbIX, USB 1 NpoYnx, KOTOpble MOAK/0YATCA K YCTPONCTBY
Ha MOCTOSIHHOW MM BPEMEHHOW OCHOBE.

Mocne yero HeobxoOMMO NepesanyCTUTb YCTPOWCTBO.
Ecnn BbilweonmncaHHbIn cnoco® He NoMor, AOMOJ/IHUTENIbHO BbINOJIHUTL OT MNOJIb30BaTENA KOMaHAY:
systemctl mask --user --now tracker-miner-fs-3.service

M nepesanyCcTuTb YCTPOWUCTBO.



Owmnbkn

He paboTaeT KnaBnaTtypa,
AM60 MblWb Ha 3KpaHe
IO MHa

sudo nano /etc/default/grub

44 GRUB_CMDLINE_LINUX= ... iommu=soft

sudo grub2-mkconfig -o /boot/grub2/grub.cfg



Owmnbkn

BUG: soft lockup - CPU#16
stuck for 23s!

BpeMmeHHOe peLueHue

sudo echo 20 > /proc/sys/kernel/watchdog_thresh

NocTossHHOe pelueHue

sudo tee > /etc/sysctl.d/99-watchdog thresh.conf <<EOF
kernel.watchdog thresh=20

EOF

sudo sysctl -p /etc/sysctl.d/99-watchdog thresh.conf



Owmnbkn

Cannot change mount
namespace according to
change mount
(/var/lib/snapd/hostfs/boot
/boot none bind,ro 0 0)
permission denied

sudo /usr/lib/snapd/snap-update-ns firefox



Owmnbkn

Failed to parse translated
string 24h for key clock-
format in schema
org.gnome.desktop.interface

o r|y b dconf-edito

3a

e Mepen nyTu /or g/g ome/deskto p/ nterface/clock-format
e OTkNtOUNTL NYHKT Use default valu

e [Mepe3anycTntb ceccnto Gnome



Owmnbkn

From remote flathub: Input
buffer too small

sudo dnf downgrade ostree



Owmnbkn

Glances pexxum web
cepBepa oTobparkaeT
NyCTYO CTpaHunUy

MocMoTpeTb BepCuio yCcTaHoBeHHOro MO

glances --version
MpncBonTb NEpeMeHHOW HOMEpP BEPCUU U3 NpeablayLien KoMaHobl
export GLANCES VERSION="3.3.1.1"

CkayaTb apXxuB C NPUJIOXKEHNEM HY)XXHON BEPCUN

wget https://github.com/nicolargo/glances/archive/refs/tags/v${GLANCES VERSION}.tar.gz

PacnakoBaTb apxuBs

tar zxvf v${GLANCES VERSION}.tar.gz

CKonMpoBaTb OTCYTCTBYIOLLYIO ANPEKTOPULO

sudo cp -r glances-${GLANCES VERSION}/glances/outputs/static/public/ /usr/lib/python3/dist-
packages/glances/outputs/static/

YOanuTb apxuB U pacnakoBaHHYO ero Bepcuto

rm -rf glances-${GLANCES VERSION} v${GLANCES VERSION}.tar.gz

Mo>kHO 3anyckaTb glances B pexxunme Beb-cepsepa

glances -w






Owmnbkn

Gnome shell Crashing on
lock screen

echo 'MUTTER DEBUG KMS THREAD TYPE=user' | sudo tee -a /etc/enviorenment



Owmnbkn

ImportError: cannot import
name 'sysconfig' from
'distutils’
(/usr/lib/python3.8/distutils/
_init__.py)

curl https://bootstrap.pypa.io/get-pip.py -0 get-pip.py
python3 get-pip.py --force-reinstall



Owmnbkn

Invalid or corrupted package
(PGP signature) error, do...

sudo pacman -S archlinux-keyring
sudo pacman-key --init

sudo pacman-key --populate

sudo pacman -Syyu



Owmnbkn

Lowest entropy

sudo apt update

sudo apt install rng-tools haveged



Owmnbkn

MESA-INTEL Performance
support disabled, consider
sysctl
dev.i915.perf stream paran
oid=0

MepeknioynTb pexnum paboThl:

sudo sysctl -w dev.i915.perf stream paranoid=0
MponucaTb pexxum paboThbl Ha MOCTOAHHOW OCHOBE:

sudo echo "dev.i915.perf stream paranoid=0" >> /etc/sysctl.d/100-i915.conf



Owmnbkn

MESA-INTEL warning
FINISHME support YUV
colorspace with DRM format

modifiers

0na HOBbIX BUAEOKAPT:
echo 'GSK RENDERER=ngl' | sudo tee -a /etc/environment
Ona cTtapbix BUOEOKapT:

echo 'GSK RENDERER=gl' | sudo tee -a /etc/environment



Owmnbkn

ModuleNotFoundError No
module named
'Pacman_mirrors'

YCTaHOBUTb asibTEPHATUBHYIO YTUNUTY BbibOpa 3epkat:

sudo pacman -S shiny-mirrors

OTpepnakTupoBaTb cogepxmmoe dpansia Crncka peno3nTopues:

sudo nano /etc/pacman.d/mirrorlist

[ToMeHATb coaepXmnmoe Ha:

€4 Server = https://mirror.alpix.eu/manjaro/stable/$repo/$arch

3al'|yCTVITb 0bOHOBJ/IEHNE MAKETOB:

sudo pacman -Syyu

O6HOBUTL CNNCOK 3epKan n BbibpaTb Hanbonee GbicTpoe:

sudo pacman-mirrors --fasttrack & sudo pacman -Syyu


https://mirror.alpix.eu/manjaro/stable/%24repo/%24arch

Owmnbkn

Openvpn-iptables.service
Main process exited,
code=exited,
status=4/NOPERMISSION

sudo nano /etc/systemd/system/openvpn-iptables.service

TimeoutStartSec=infinity
ExecStartPre=/bin/sleep 10




Owmnbkn

Please enter the password
for the PKCS#11 token PIV_II

sudo dnf install -y rpmdevtools
rpmdev-setuptree

mkdir -p ~/rpmbuild/SPECS

nano ~/rpmbuild/SPECS/fffix.spec

44 Name: fffix
Version: 0.0.1
Release: 1%{?dist}
Summary: Fixes Browsers
License: BSD
URL: None
Requires: opensc

%description

%prep

%build

%install

Y%files

%post

echo "disable-in: google-chrome firefox opera thunderbird" >

%{_prefix}/share/pl1l-kit/modules/opensc.module

%changelog
* Sat Mar 26 2022 Jonathan Dickinson




cd ~/rpmbuild/SPECS
rpmbuild -bb fffix.spec
sudo dnf install -y ~/rpmbuild/RPMS/x86 64/fffix-*.rpm

reboot



6

Sudo setrlimit(RLIMIT _CORE)
Operation not permitted

sudo echo "Set disable coredump false" >> /etc/sudo.conf



Owmnbkn

WARNING:fapi:src/tss2-
fapi/api/Fapi List.c:228:Fapi
List Finish()

Co3naTb ANPEKTOPUIO AJ1S KOHUTYypaLUK:

mkdir -p ~/.config/pkcsll/modules/

Co3paTtb hanna KoHpUrypauun:

nano ~/.config/pkcsll/modules/tpm2 pkcsll.module

BHeCTn HacTponKku:

44 module: libtpm2_pkcsll.so
disable-in: firefox thunderbird evolution chrome chromium-browser opera



Owmnbkn

You don't have
/home/user/.gem/ruby/2.7.0/
bin in your PATH

nano .bashrc

a4 PATH="$(ruby -e 'print Gem.user_dir')/bin:$PATH"




Cetwn



Cetmn

[TpnopuTteT IPVO6

Ons cMeHbl NnpuopuTeTa Heobxoammo co3apaTb hann /etc/gai.conf:

sudo nano /etc/gai.conf

Ho6aBnTb B HEro AedonTHble HACTPOMKKN C NPMoOpUTETOM Ha IPV6:

label ::1/128 0
label ::/0 1
label 2002::/16 2
label ::/96 3
label ::ffff:0:0/96 4
precedence ::1/128 50
precedence ::/0 40
precedence 2002::/16 30
precedence ::/96 20

precedence ::ffff:0:0/96 10

Ecnn Heobxogumo nomMeHATb NpuopuTeT Ha IPv4, To B (hanie noMeHATb NOC/eAHUI NapaMeTp Ha
3Ha4veHve 100:

precedence ::ffff:0:0/96 100

[na NpoBepKM MOXXHO BOCMOJ/Ib30BaTbCSt KOMaHAO0W, KOTOpas BbiBEAET TeKyLui ipv4 agpec, 3aTem
TEeKYLWMN ipv6 afipec 1 B KOHLLE TEKYLLWIA afipec NPUOPUTETHOro NPOTOKONA:

curl -4 my.ip.fi && curl -6 my.ip.fi && curl my.ip.fi



Alpine



BkntodeHue rc.local

rc-update add local default
nano /etc/local.d/local.start

chmod +x /etc/local.d/local.start



BknawdeHmne SSH

CTtapbin meToA

apk update

apk upgrade

apk add openssh
rc-update add sshd
/etc/init.d/sshd start

HoBbIn meTon

setup-sshd



Peno3sntTopun

CtabunbHble

https://dl-cdn.alpinelinux.org/alpine/latest-stable/main
https://dl-cdn.alpinelinux.org/alpine/latest-stable/community

PonnunHr

http://dl-cdn.alpinelinux.org/alpine/edge/main
http://dl-cdn.alpinelinux.org/alpine/edge/community
http://dl-cdn.alpinelinux.org/alpine/edge/testing



CentQOS



CentOS

OTkN4YeHune IPvo

sudo nano /etc/defaults/grub

44 GRUB_CMDLINE_LINUX="...ipv6.disable=1..."

sudo grub2-mkconfig -o /boot/grub2/grub.cfg



Co3naHune update-grub

sudo mkdir /opt/bin

sudo nano /opt/bin/update-grub

44 #!/bin/sh
set -e
exec grub-mkconfig -o /boot/grub/grub.cfg "$@"

sudo chmod +x /opt/bin/update-grup



CentOS

PPTP cepBep

YCTaHOBUTb NaKeThbl:

rpm -Uvh http://download.fedoraproject.org/pub/epel/beta/7/x86_64/epel-release-7-1.noarch.rpm
yum -y install ppp pptpd

HacTtpouTtb koHpuUrmn PPTP cepsepa:

cp /etc/pptpd.conf /etc/pptpd.conf.bak
cat >/etc/pptpd.conf<<EOF

option /etc/ppp/options.pptpd

logwtmp

localip 10.0.10.1

remoteip 10.0.10.2-254

EOF

cp /etc/ppp/options.pptpd /etc/ppp/options.pptpd.bak
cat >/etc/ppp/options.pptpd<<EOF
name pptpd

refuse-pap

refuse-chap

refuse-mschap

require-mschap-v2
require-mppe-128

proxyarp

lock

nobsdcomp

novj

novjccomp

nologfd

ms-dns 8.8.8.8

ms-dns 8.8.4.4

EOF

cp /etc/ppp/chap-secrets /etc/ppp/chap-secrets.bak
cat >/etc/ppp/chap-secrets<<EOF



USERNAME pptpd PASSWORD *
EOF

HacTpounTb sysctl:

cp /etc/sysctl.conf /etc/sysctl.conf.bak
cat >/etc/sysctl.conf<<EOF
net.core.wmem max = 12582912
net.core.rmem max = 12582912
net.ipv4.tcp rmem = 10240 87380 12582912
net.ipv4.tcp wmem = 10240 87380 12582912
net.core.wmem max = 12582912
net.core.rmem max = 12582912
net.ipv4.tcp rmem = 10240 87380 12582912
net.ipv4.tcp wmem = 10240 87380 12582912
net.core.wmem max = 12582912
net.core.rmem max = 12582912
net.ipv4.tcp rmem = 10240 87380 12582912
net.ipv4.tcp wmem = 10240 87380 12582912
net.ipv4.ip forward =1

EOF

sysctl -p

HacTtpouTb (haepsoi:

chmod +x /etc/rc.d/rc.local

echo "iptables -t nat -A POSTROUTING -s 10.0.10.0/24 -o ethO® -j MASQUERADE" >>
/etc/rc.d/rc.local

iptables -t nat -A POSTROUTING -s 10.0.10.0/24 -o eth® -j MASQUERADE

3anyCcTuUTb CEepPBUC:

systemctl enable pptpd.service

systemctl start pptpd



Debian



Debian

Bkno4yeHne pycCKon nokanau

sudo export LANGUAGE=en US.UTF-8
sudo export LANG=en US.UTF-8
sudo export LC AlLL=en US.UTF-8
sudo locale-gen en US.UTF-8

sudo locale-gen ru US.UTF-8

sudo dpkg-reconfigure locales



Debian

HacTponka nocne
YCTaHOBKW

BknioyeHme He cBOOOAHHbBIX penosutTapueB

sudo nano /etc/apt/sources.list

44 deb http://deb.debian.org/debian/ bookworm main contrib non-free non-free-
firmware
deb-src http://deb.debian.org/debian/ bookworm main contrib non-free non-free-
firmware

deb http://security.debian.org/debian-security/ bookworm-security main contrib
non-free non-free-firmware

deb-src http://security.debian.org/debian-security/ bookworm-security main
contrib non-free non-free-firmware

deb http://deb.debian.org/debian/ bookworm-updates main contrib non-free non-
free-firmware

deb-src http://deb.debian.org/debian/ bookworm-updates main contrib non-free
non-free-firmware

deb http://deb.debian.org/debian bookworm-backports main contrib non-free
non-free-firmware

deb-src http://deb.debian.org/debian bookworm-backports main contrib non-free
non-free-firmware

YctaHoBka VMware Workstation

sudo apt install build-essential gcc make linux-headers-$(uname -r)
chmod +x VMware-Workstation-Full-17.x.Xx-xxxxxX.x86 64.bundle
sudo ./VMware-Workstation-Full-17.x.x-xxxxxx.x86 64.bundle

sudo vmware-modconfig --console --install-all

YctaHoBKa VirtualBox



sudo apt install dirmngr ca-certificates software-properties-common apt-transport-https curl
curl -fSsL https://www.virtualbox.org/download/oracle vbox 2016.asc | gpg --dearmor | sudo tee
/usr/share/keyrings/virtualbox.gpg

echo "deb [arch=$( dpkg --print-architecture ) signed-by=/usr/share/keyrings/virtualbox.gpg]
http://download.virtualbox.org/virtualbox/debian $(lsb _release -cs) contrib" | sudo tee
/etc/apt/sources.list.d/oracle-virtualbox.list

sudo apt update

sudo apt install virtualbox-7.0 linux-headers-$(uname -r)

sudo usermod -aG vboxusers $USER

YnpaBsieHue KynepamMm

curl -1sLf 'https://dl.cloudsmith.io/public/coolercontrol/coolercontrol/setup.deb.sh' | sudo -
E bash

sudo apt update

sudo apt install coolercontrol libxcb-cursor0®

sudo systemctl enable --now coolercontrold.service

YcTtaHoBKa DaVinci Resolve

CkayvaTb DaVinchi no cceinke https://www.blackmagicdesign.com/products/davinciresolve

CkavaTb MakeResolveDeb no ccoeinke https://www.danieltufvesson.com/makeresolvedeb

PacnakoBaTb 06a apxvBa 1 3aTeM:

sudo apt install fakeroot xorriso xyz nvidia-driver nvidia-opencl-icd libcudal libnvidia-
encodel libglul-mesa
./makeresolvedeb 1.6.4 multi.sh DaVinci Resolve Studio 18.0 Linux.run

sudo apt install ./davinci-resolve-studio 18.0-mrdl1.6.0 amd64.deb

NcnpaBuTb KoHpUrypauuto dansa 3anycka

sudo nano /usr/share/applications/davinci-resolve-studio.desktop

44 Exec=env QT _DEVICE_PIXEL RATIO=2 QT _AUTO SCREEN_SCALE_FACTOR=true
/opt/resolve/bin/resolve

YctaHoBka PortWINE

sudo apt install software-properties-common -y

sudo apt-add-repository non-free


https://www.blackmagicdesign.com/products/davinciresolve
https://www.danieltufvesson.com/makeresolvedeb

sudo dpkg --add-architecture 1386

sudo apt update

sudo apt dist-upgrade

sudo apt install bubblewrap curl gamemode icoutils tar wget zenity zstd libvulkanl
libvulkanl:1386 steam cabextract

wget -c "https://github.com/Castro-
Fidel/PortWINE/raw/master/portwine install script/PortProton 1.0" && sh PortProton 1.0

YctaHoBKa Discord

sudo apt install wget gconf-service gconf2-common libc++1 libc++1-14 libc++abil-14 libgconf-2-
4 libunwind-14

wget "https://discord.com/api/download?platform=linux&format=deb" -0 discord.deb

sudo dpkg -i discord.deb

YctaHoBKa Dart

sudo apt-get update

sudo apt-get install apt-transport-https

wget -q0- https://dl-ssl.google.com/linux/linux_signing key.pub | sudo gpg --dearmor -o
/usr/share/keyrings/dart.gpg

echo 'deb [signed-by=/usr/share/keyrings/dart.gpg arch=amd64]
https://storage.googleapis.com/download.dartlang.org/linux/debian stable main' | sudo tee
/etc/apt/sources.list.d/dart stable.list

sudo apt-get update

sudo apt-get install dart

export PATH="$PATH:/usr/lib/dart/bin"

echo 'export PATH="$PATH:/usr/lib/dart/bin"' >> ~/.profile

YcTtaHoBKa Spotify

curl -sS https://download.spotify.com/debian/pubkey 7A3A762FAFD4A51F.gpg | sudo gpg --dearmor
--yes -0 /etc/apt/trusted.gpg.d/spotify.gpg

echo "deb http://repository.spotify.com stable non-free" | sudo tee
/etc/apt/sources.list.d/spotify.lis

sudo apt update && sudo apt install spotify-client

YctaHoBKa SoftMaker Office

su -
mkdir -p /etc/apt/keyrings
wget -q0- https://shop.softmaker.com/repo/linux-repo-public.key | gpg --dearmor >



/etc/apt/keyrings/softmaker.gpg

echo "deb [signed-by=/etc/apt/keyrings/softmaker.gpg] https://shop.softmaker.com/repo/apt
stable non-free" > /etc/apt/sources.list.d/softmaker.list

apt update

apt install softmaker-office-nx

YcTtaHoBka Warp

curl https://pkg.cloudflareclient.com/pubkey.gpg | sudo gpg --yes --dearmor --output
/usr/share/keyrings/cloudflare-warp-archive-keyring.gpg

echo "deb [arch=amd64 signed-by=/usr/share/keyrings/cloudflare-warp-archive-keyring.gpgl
https://pkg.cloudflareclient.com/ $(lsb _release -cs) main" | sudo tee
/etc/apt/sources.list.d/cloudflare-client.list

sudo apt-get update && sudo apt-get install cloudflare-warp

OOHOBJIEHMEe NPOLUUBOK

sudo fwupdmgr get-devices
sudo fwupdmgr refresh --force
sudo fwupdmgr get-updates
sudo fwupdmgr update

BkniouyeHue Trim

sudo systemctl enable fstrim.timer

sudo fstrim -av

KoppekTHas paboTta Wi-Fi Intel AX201

sudo apt install firmware-iwlwifi

sudo nano /etc/modprobe.d/iwlwifi.conf

44 options iwlwifi enable_ini=N bt _coex_active=0 swcrypto=1 11n_disable=8
options iwlmvm power_scheme=1

sudo update-initramfs -c -k all

YctaHoBKa gpauBepa Nvidia



sudo dpkg --add-architecture 1386

sudo apt update

sudo apt install linux-headers-amd64

sudo apt install nvidia-driver firmware-misc-nonfree nvidia-cuda-dev nvidia-cuda-toolkit

libnvoptix1l nvidia-driver-1libs nvidia-driver-1libs:i386

YctaHoBKa LibreOffice

CTaHOoapTHasa Bepcus:

sudo apt install libreoffice

AKTyaJ/ibHada Bepcusa:

sudo apt install lsb-release

sudo apt install -t $(lsb release -cs)-backports libreoffice

Flatpak Bepcus:

flatpak install flathub org.libreoffice.LibreOffice

MepeBopn Akonadi (KDE Calendar Reminders) Ha SQLite n onTumMmusauumna

sudo apt install akonadi-backend-sqlite akonadiconsole
sed -i 's/"Driver=QMYSQL$/Driver=QSQLITE3/"' ~/.config/akonadi/akonadiserverrc

akonadictl restart

mkdir -p "~/.local/share/akonadi/agents"

cp "/usr/share/akonadi/agents/maildispatcheragent.desktop" "~/.local/share/akonadi/agents"
cp "/usr/share/akonadi/agents/newmailnotifieragent.desktop" "~/.local/share/akonadi/agents"
sed -i '/~X-Akonadi-Capabilities/s/,Autostart//' "~/.local/share/akonadi/agents"/*

akonadictl restart



Debian

OTkN4YeHune IPvo

BaprnaHTt 1

OTpenakTupoBaTb NapameTpbl

sudo nano /etc/sysctl.conf

44 net.ipv6.conf.all.disable_ipv6 = 1
net.ipv6.conf.default.disable_ipv6 =1
net.ipv6.conf.lo.disable_ipv6 = 1

MprMeHnTb NapamMeTpsbl

sudo sysctl -p

BapunaHT 2

OTpenakTUpoBaTb NapaMeTpbl 3arpy3ynka

sudo nano /etc/default/grub

lMponucaTb

44 GRUB_CMDLINE_LINUX="ipv6.disable=1"

O6HOBUTbL 3arpy3ymk

sudo update-grub

Mepe3anyCcTuTb CUCTEMY

sudo reboot



YnaneHmne Docker

sudo apt purge docker*

sudo apt autoremove -y

sudo apt autoclean -y

sudo rm -rf /var/lib/docker

sudo rm -rf /etc/docker

sudo rm -rf /var/run/docker.sock
sudo rm /etc/apparmor.d/docker
sudo groupdel docker

sudo ifconfig docker® down

sudo ip link delete docker@



YcTaHoBKa Docker

sudo apt install apt-transport-https ca-certificates curl gnupg

curl -fsSL https://download.docker.com/linux/debian/gpg | sudo gpg --dearmor -o
/usr/share/keyrings/docker.gpg

echo "deb [arch=$(dpkg --print-architecture) signed-by=/usr/share/keyrings/docker.gpgl
https://download.docker.com/linux/debian bookworm stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update

sudo apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-
plugin

sudo usermod -aG docker ${USER}



Debian

Glances

YcTaHOBKaA

sudo apt update && sudo apt upgrade

sudo apt install python3 python3-dev python3-jinja2 python3-psutil python3-setuptools hddtemp
python3-pip lm-sensors

sudo pip3 install glances

sudo pip3 install --upgrade glances[all]

OOHOBNEHuUue

sudo pip3 install --upgrade glances[alll]

YpnaneHue

sudo pip3 uninstall glances



Fedora



Fedora

ABTOpU3auma no anuy

MoaKNOYNTL PENO3NTOPUIA

sudo dnf copr enable principis/howdy

YCTaHOBUTDL npuniaoxeHume

sudo dnf --refresh install -y howdy

nOCMOTpeTb CNMMNCOK KaMep

1s /dev/video*

HacTpouTb UCMoOJIb3yeMYyo KaMepy
sudo howdy config

BbiCTaBUTbL NapamMeTp KaMepbl

44 device_path = /dev/video2 (BMecTo video2 BbibpaTb HY>XHYIO Kamepy)

BbicTaBUTb NMpaBa

chmod o+x /1ib64/security/howdy/dlib-data

No6aBuTb aBTOpPU3aLMO AN sudo

sudo nano /etc/pam.d/sudo

lMepBoO CTPOKON NponncaTb

44 auth sufficient pam_python.so /lib64/security/howdy/pam.py

Mpwu ncnonb3oBaHunm Gnome fobasnTb aBTOpU3aumio ans GDM



sudo nano /etc/pam.d/gdm-password

BTopown cTpokon nponncaTb

44 auth sufficient pam_python.so /lib64/security/howdy/pam.py

Mpu ncnons3osaHun KDE nobaBnth aBTOpU3auuio ais SDDM

sudo nano /etc/pam.d/sddm

BTopown cTpokon nponncaTb

44 auth sufficient pam_python.so /lib64/security/howdy/pam.py

,D,O6aBI/ITb aBTopum3auunto a4 6J'IOKVIpOBKI/I 9KpaHa

sudo nano /etc/pam.d/kde

BTopown cTpokow nponncaTb

44 auth sufficient pam_python.so /lib64/security/howdy/pam.py

[06aBUTb NNLIO ANA aBTOpU3aLIUK

sudo howdy add

YKa3aTb Ha3BaHue un MOCMOTPETb B KaMepy

[Mepe3anyCcTuTb CUCTEMY



Bkno4yeHne pacuBeTKn Bash

sudo dnf install git wget curl ruby ruby-devel util-linux-user redhat-rpm-config gcc gcc-c++
make fontawesome-fonts powerline vim-powerline tmux-powerline powerline-fonts

sudo gem install colorls

sudo gem update colorls

git clone --depth=1 https://github.com/ryanoasis/nerd-fonts ~/.nerd-fonts

cd .nerd-fonts

sudo ./install.sh -S

fc-cache -f -v

nano ~/.bashrc

a4 if [ -f “which powerline-daemon” ]; then
powerline-daemon -q
POWERLINE_BASH_CONTINUATION=1
POWERLINE_BASH SELECT=1
. /usr/share/powerline/bash/powerline.sh
fi

alias ll="'colorls -IA --sd --gs --group-directories-first'
alias Is='colorls --group-directories-first'




Fedora

Bkno4YyeHme CHa npwu
3aKPbITUN KPbILLIKW
HOYTOYKa

Korga nogkatoyeH BHELWHUI MOHUTOP, COH He ByAeT aKTMBMPOBATLCA NPU 3aKPbITUM KPbILLKK
HoyTbHyka. YTob6bl 3TO ncnpaBuTb HeOBXO0AMMO:

N3mMeHnTb NapameTpsbl B hanne /etc/systemd/logind.conf

HandleLidSwitch=suspend
HandleLidSwitchExternalPower=suspend
HandlelLidSwitchDocked=suspend
LidSwitchIgnoreInhibited=no

N3MeHnTb NapameTp B panne /etc/lUPower/UPower.conf

IgnoreLid=true

Mepe3anyCTuTb HOYTOYK.

YT100bI MPOBEPUTL, 4HTO MELWUaeT yCTpOI7ICTBy nepe|7|T|/| B COH, HE0HXOANMO BbIMOJIHUTb KOMaHAY.

systemd-inhibit --list --mode block



Fedora

Bkao4yeHme cHenwoTOoB

1. YCTAaHOBUTb NaKeThl

sudo dnf install snapper dnf-plugin-snapper

2. YKa3aTb KOPHEBOW pa3aen Oss CHenwoToB

sudo snapper -c root create-config /

3. CMeHUTb 0eOoNTHbIE HAaCTPONKK

sudo sed -i -e 's/NUMBER LIMIT=/NUMBER LIMIT="10" #/g' /etc/snapper/configs/root
sudo sed -i -e 's/NUMBER LIMIT IMPORTANT=/NUMBER LIMIT IMPORTANT="5" #/g'

/etc/snapper/configs/root



Fedora

BkntodeHne VNC cepBepa

YKa3aTb B NepeMeHHYI0 HY)XHbI Naposib:

VNC_PASSWD="12345678"

BbIMONMHUTL KOMaHAbI OJ14 HaCTpOIZKVI 1N 3arycka CJ'Iy)K6bIZ

grdctl vnc enable

grdctl vnc disable-view-only

grdctl vnc set-auth-method password

grdctl vnc set-password "${VNC PASSWD::8}"

systemctl --user enable gnome-remote-desktop.service
systemctl --user restart gnome-remote-desktop.service
sudo firewall-cmd --permanent --add-service=vnc-server

sudo firewall-cmd --reload

YCTaHOBUTb KJIMEHT, eC/in Heobxoanmo:

sudo dnf install gnome-connections



Fedora

I3MeHeHWne npunopunTeTa
ceTeBblIX UHTepdencos

Ons naMeHeHns NpuopuTeTa CeTeBbLIX MHTEPHENCOB, HEOOXO0ANMO MOMEHATb 3HAYEHUSA METPUKN
CMOTpUM TeKyLKne 3Ha4YeHUA MEeTPUK:
ip route

CMOTPUM TEKYLLUA CMINCOK NMHTEP(ENCOB:

sudo nmcli connection show

MeHsieM NPUOPUTET OJ15 HY>KHbIX MHTEepPtenoc (MeHblLe 3HAYeHMe - Bblllie NPUOPUTET):

sudo nmcli connection modify "Wired connection 1" ipv4.route-metric 510

sudo nmcli connection modify "Wired connection 2" ipv4.route-metric 520

MNepenoakntodaeM nHTepdencol (hrnsndeckn nepenoakitodaeM Kabenb N nepenogkaoyaemcs K
becnpoBogHOW ceTn).

MNpoBepsieM N3MEHEHUS MPOCMOTPOM METPUKN:

ip route



Fedora

NcnpasrieHne npobsiem ¢
3arpyskon GRUB

e 3aNyCTUTbLCSA C slanB obpas3a cuMcTembl
e [Nepeinn B root mMosib3oBaTeNS:

sudo -i

e [locMmoTpeTb UUID pgnsa cncrtemHoro pasgena:

lsblk -f

e CMOHTMpPOBaATb CUCTEMHbIN pa3gen B /mnt (BMeCcTo XXX-XXX-XXX BBECTU KOPPEKTHbIN
UUID 13 npegblayLien KoMaHabl):

mount -t btrfs -o subvol=root,compress=zstd:1 UUID=XXX-XXX-XXX /mnt

e 3a6MHANTL CUCTEMHbIE pa3Aesibl 3arpy>XEHHOW CUCTEMBI:

for fs in proc sys run dev ; do mount -o bind /$fs /mnt/$fs ; done

e [MepenTtun B chroot okpyxeHune:

chroot /mnt

e BHecTn HeobxoanMble NpPaBKN B CUCTEMY
e O6HOBUTbL KOHMUI grub:

grub2-mkconfig -o /boot/grub2/grub.cfg
e BbInTn n3 chroot okpyxeHus:
exit

e [lepe3anyCcTuUTb CUCTEMY



Ecnun 3arpy3yunk caiomMaH nav nepesanuncaH Apyrum 3arpy3ymkoM, nocse nepexona B chroot
OKPY>XEeHWNEe BbINOJIHUT:

dnf reinstall shim-* grub2-*
grub2-mkconfig -o /boot/grub2/grub.cfg
efibootmgr -c -d /dev/nvme®Onlpl -p 1 -L Fedora -1 '\EFI\fedora\shimx64.efi.efi'



Fedora

NcnpaBneHne npobnem ¢
Opera

YcTaHOBKa 3aBUCMMOCTEN

sudo dnf install wget unzip git python3-dnf-plugin-post-transaction-actions

YcTaHOBKa pmnKca

git clone https://github.com/Ld-Hagen/fix-opera-linux-ffmpeg-widevine.git
cd ./fix-opera-linux-ffmpeg-widevine
sudo ./scripts/fix-opera.sh

sudo ./install.sh



Fedora

HacTponka nocne
YCTaHOBKW

MopknwyeHue penosuTopues

sudo dnf install -y https://downloadl.rpmfusion.org/free/fedora/rpmfusion-free-release-$(rpm -
E %fedora).noarch.rpm

sudo dnf install -y https://downloadl.rpmfusion.org/nonfree/fedora/rpmfusion-nonfree-release-
$(rpm -E %fedora).noarch.rpm

sudo dnf install -y rpmfusion-free-release-tainted

sudo dnf install -y rpmfusion-nonfree-release-tainted

sudo dnf upgrade --refresh

sudo dnf update -y @core

sudo dnf install -y dnf-plugins-core fedora-workstation-repositories

CmeHa Wayland Ha Xorg

sudo nano /etc/gdm/custom.conf

44 [daemon]
WaylandEnable=false
DefaultSession=gnome-xorg.desktop

OTK/I04eHMe 3alLUThl OT YA3BMMOCTENW npoueccopa

sudo grubby --update-kernel=ALL --args="mitigations=off"

sudo grubby --info=ALL

BKJIlOYeHUe MeHIo 3arpy34ymka

sudo grub2-editenv - unset menu auto hide

BknioyeHue SysRq



echo 'kernel.sysrq = 1' | sudo tee -a /etc/sysctl.d/90-sysrq.conf

echo 'l' | sudo tee -a /proc/sys/kernel/sysrq

YctaHoBka VAAPI

sudo dnf install libvdpau-va-gl gstreamerl-vaapi libva-utils intel-media-driver

YcTtaHoBka ppauBepos Nvidia

modinfo -F version nvidia

sudo dnf update --refresh -y

sudo dnf install -y akmod-nvidia xorg-x1l-drv-nvidia-cuda xorg-x1ll-drv-nvidia-cuda-libs
vdpauinfo libva-vdpau-driver libva-utils vulkan nvidia-vaapi-driver

modinfo -F version nvidia

YcTtaHOBKa gpausepos AMD

Opensource:

sudo dnf install -y xorg-x1l-drv-amdgpu vulkan-tools mesa-vulkan-drivers
grubby --update-kernel=ALL --args="radeon.cik support=0 amdgpu.cik support=1
amdgpu.ppfeaturemask=0xffffffff"

ROCm:
sudo usermod -a -G render,video $LOGNAME

sudo dnf install rocminfo rocm-opencl rocm-clinfo rocm-hip

YckopeHue pabotbl DNF

echo 'fastestmirror=1' | sudo tee -a /etc/dnf/dnf.conf
echo 'max_parallel downloads=10' | sudo tee -a /etc/dnf/dnf.conf
echo 'defaultyes=True' | sudo tee -a /etc/dnf/dnf.conf

YcTaHOBKa CBA3KMU KJIIOYEeHU

sudo dnf install libgnome-keyring

OTK/NIlI0OYeHue aBTOOOHOBJIEHUEe NaKeToB

sudo dnf remove dnf-automatic
sudo systemctl disable dnf-makecache.service
sudo systemctl disable dnf-makecache.timer

sudo echo "metadata timer sync=0" >> /etc/dnf/dnf.conf



gsettings set org.gnome.software download-updates false

sudo
sudo
sudo
sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo
sudo
sudo

sudo

sudo
sudo

sudo

OOHOBNEHMEe NPOLUUBOK

dnf install -y *-firmware
fwupdmgr get-devices
fwupdmgr refresh --force
fwupdmgr get-updates
fwupdmgr update

OTKJIlOYEeHUe NMPOBEepPKU coeauHeHus

dnf remove NetworkManager-config-connectivity-fedora

systemctl restart NetworkManager.service

CMeHa MMeHM KoMnbloTepa

hostnamectl set-hostname fedora

BknwouyeHue Trim

systemctl enable fstrim.timer

YcTtaHoBKa crontab

dnf install crontabs

systemctl enable --now crond

YcTaHOBKa OOHOBJIEHUH

dnf upgrade --refresh
dnf check
dnf autoremove
reboot now
OTknoyeHme SELinux
sed -i -e 's/SELINUX=/SELINUX=disabled #/g' /etc/selinux/config

grubby --update-kernel=ALL --args="selinux=0"

fixfiles -F onboot

YctaHoBKa Ghome Tweaks u Extensions



sudo dnf install -y gnome-extensions-app gnome-tweaks

sudo dnf install -y gnome-shell-extension-appindicator

BknwodyeHue Flatpak

flatpak remote-modify --enable flathub
flatpak update

Ha CTapbiX BEPCUAX:

flatpak remote-add --if-not-exists flathub https://flathub.org/repo/flathub.flatpakrepo
flatpak update

BknovyeHue Snap

sudo dnf install -y snapd
sudo ln -s /var/lib/snapd/snap /snap
sudo reboot now

sudo snap refresh

CMeHa npuopuTeTa MarasmHa npvmox(eHuﬁ

gsettings set org.gnome.software packaging-format-preference "['RPM', 'flatpak']"

YcTtaHoBkKa ynpasnenusa Flatpak

flatpak install -y flatseal

MeHep Xxep pacLUUpPEHUn

flatpak install -y flathub com.mattjakeman.ExtensionManager

MuHUManbHbIK HAOOpP ANA KacTOMU3aLUMU

sudo dnf install -y gnome-tweaks gnome-extensions-app gnome-shell-extension-appindicator

YBeJsindueHme MaKCMMaJsibHOM rPOMKOCTH

gsettings set org.gnome.desktop.sound allow-volume-above-100-percent 'true'

YBesnnyeHue JIMMUTOB



sudo -1
echo 'fs.inotify.max user watches = 524288' >> /etc/sysctl.conf

sysctl -p

YcTaHOBKA KOO EeKoB

sudo dnf install -y gstreamerl-plugins-{bad-\*,good-\*,base} gstreamerl-plugin-openh264
gstreamerl-libav --exclude=gstreamerl-plugins-bad-free-devel ffmpeg gstreamer-ffmpeg
sudo dnf install -y lame\* --exclude=lame-devel

sudo dnf install -y libdvdcss

sudo dnf update @sound-and-video

sudo dnf config-manager --set-enabled fedora-cisco-openh264

sudo dnf install -y gstreamerl-plugin-openh264 mozilla-openh264

sudo dnf upgrade --with-optional @Multimedia

sudo dnf install libavcodec-freeworld

NMoanep>XKu KOAEeKOB rapHUTYPbI

sudo dnf install libheif-freeworld

YcTaHoBKa wpucToB

sudo dnf install -y 'google-roboto*' 'mozilla-fira*' fira-code-fonts adobe-source-code-pro-
fonts source-foundry-hack-fonts

sudo dnf install -y rpmdevtools cabextract ttmkfdir

rpmdev-setuptree

wget http://corefonts.sourceforge.net/msttcorefonts-2.5-1.spec -0
~/rpmbuild/SPECS/msttcorefonts-2.5-1.spec

rpmbuild -ba ~/rpmbuild/SPECS/msttcorefonts-2.5-1.spec

sudo dnf install ~/rpmbuild/RPMS/noarch/msttcorefonts-2.5-1.noarch.rpm

Mpu owmnbke ckaymBaHua B N.4, NOBTOPUTbL KOMaHAy A0 TeX Mop, NoKa OHa He 3aBepLInTCs
KOPPEKTHO.

BkNlo4YeHUe pycckoro si3blkOBOro nakeTra

sudo dnf install -y langpacks-ru

BkJlloueHUe annapaTHOro AeKoaupoBaHuUs

sudo rpm -ga |grep -e mesa-va-drivers -e mesa-vdpau-drivers

sudo dnf swap mesa-va-drivers mesa-va-drivers-freeworld



sudo dnf swap mesa-vdpau-drivers mesa-vdpau-drivers-freeworld

sudo dnf swap mesa-va-drivers.i686 mesa-va-drivers-freeworld.i686

sudo dnf swap mesa-vdpau-drivers.i686 mesa-vdpau-drivers-freeworld.i686

sudo dnf update @multimedia --setop="install weak deps=False" --exclude=PackageKit-gstreamer-
plugin

sudo dnf update @sound-and-video

sudo

\*, base}

dnf install -y @multimedia @sound-and-video ffmpeg-libs gstreamerl-plugins-{bad-\*,good-

about:config

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

sudo

SWAPSIZE=$(free | awk '/Mem/ {x=$2/1024/1024; printf "%.0fG", (x<2 ? 2*x : x<8 ? 1.5%x :

)

sudo
sudo
sudo

sudo

sudo

sudo

gstreamerl-plugin-openh264 gstreamerl-libav lame\*

BknloyeHue annapaTHoro yckopeHnus B Firefox

44 layers.acceleration.force-enabled -> True
gfx.webrender.all -> True

OTknrouvyeHue ABRT

echo "OnlyFatalMCE = yes" >> /etc/abrt/plugins/oops.conf

systemctl
systemctl
systemctl
systemctl
systemctl
systemctl
systemctl
systemctl

stop abrt-journal-core.service

stop abrt-oops.service

stop abrt-xorg.service

stop abrtd.service

disable
disable
disable

disable

abrt-journal-core.service
abrt-oops.service
abrt-xorg.service

abrtd.service

Bkno4vyeHue rubepHauum

btrfs subvolume create /var/swap

mkswap --file -L SWAPFILE --size $SWAPSIZE /var/swap/swapfile

bash -c 'echo /var/swap/swapfile none swap defaults 0 0 >>/etc/fstab'

swapon -av

OTkn4YeHue rubepHauum

swapoff -v /var/swap/swapfile

sed -r -i '/.var.swap.swapfile/d' /etc/fstab

X)



sudo btrfs subvolume rm /var/swap

MepekniouyeHue a3bika Yyepes Alt+Shift

gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Shift>Alt L']"

gsettings set org.gnome.desktop.wm.keybindings switch-input-source-backward "['<Alt>Shift L']"

NMepeHa3sHavyeHUe KsaBULL YCTPOUCTB

sudo dnf install input-remapper

sudo systemctl enable --now input-remapper

YctaHoBka ClamAV

sudo dnf install clamav clamd clamav-update
sudo systemctl stop clamav-freshclam
sudo freshclam

sudo systemctl enable --now clamav-freshclam

Bknwo4vyeHne WebDAV

sudo dnf install davfs2
sudo usermod -aG davfs2 ${USER}

Mpo3payHocTb B TepMuHane ptyxis

dconf write /org/gnome/Ptyxis/Profiles/$(dconf read /org/gnome/Ptyxis/default-profile-uuid |
tr -d "'")/opacity 0.85

YcTaHOBKa MKOHOK Papirus

wget -q0- https://git.io/papirus-icon-theme-install | sh

wget -q0- https://git.io/papirus-folders-install | sh

wget -q0- https://raw.githubusercontent.com/PapirusDevelopmentTeam/papirus-filezilla-
themes/master/install.sh | sh

wget -q0- https://raw.githubusercontent.com/PapirusDevelopmentTeam/papirus-libreoffice-

theme/master/install-papirus-root.sh | sh

PortProton

sudo dnf update && sudo dnf upgrade --refresh && sudo dnf install curl gamemode icoutils

libcurl wget zenity bubblewrap zstd cabextract tar goverlay openssl steam



wget -c "https://github.com/Castro-
Fidel/PortWINE/raw/master/portwine install script/PortProton 1.0" && sh PortProton 1.0

Virt Manager

sudo dnf install --with-optional @virtualization
sudo usermod -a -G libvirt $(whoami)

sudo systemctl enable --now libvirtd

DroidCam

sudo dnf copr enable meeuw/droidcam
sudo dnf install droidcam

sudo akmods

sudo modprobe v412loopback-dc

sudo reboot

Bucklespring

sudo dnf install bucklespring-wayland
sudo usermod -a -G input $(id -un)

buckle-wayland

.NET

sudo dnf install dotnet-runtime-7.0
sudo dnf install dotnet-sdk-7.0

sudo dnf install aspnetcore-runtime-7.0

YctaHoBKa DaVinci Resolve

CkayvaTb DaVinchi no cceinke https://www.blackmagicdesign.com/products/davinciresolve

PacnakoBaTb 1 NepenTu B ANPEKTOPUIO C YCTAHOBLLWKOM, NOCJIE YEero BbINMOJIHUT:

sudo SKIP PACKAGE CHECK=1 ./DaVinci.Resolve
cd /opt/resolve/libs

sudo mkdir disabled

sudo mv libglib* disabled

sudo mv libgio* disabled

sudo mv libgmodule* disabled

JonosnHuTesibHbIe peno3uTopumn


https://www.blackmagicdesign.com/products/davinciresolve

wget -q0- "https://raw.githubusercontent.com/xplshn/dbin/master/stubdl" | sh -s -- --install
"$HOME/ .local/bin/dbin"

sudo rpm --import https://download.sublimetext.com/sublimehq-rpm-pub.gpg
sudo rpm --import https://packages.microsoft.com/keys/microsoft.asc

sudo rpm --import https://shop.softmaker.com/repo/linux-repo-public.key
sudo rpm --import https://keys.anydesk.com/repos/RPM-GPG-KEY

sudo rpm --import https://rpm.opera.com/rpmrepo.key

sudo rpm --import https://kopia.io/signing-key

sudo rpm --import https://packagecloud.io/filips/FirefoxPWA/gpgkey

sudo rpm --import https://mirror.trueconf.ru/rpm-v3.trueconf.pub

sudo rpmkeys --import https://gitlab.com/paulcarroty/vscodium-deb-rpm-repo/-
/raw/master/pub.gpg

sudo dnf config-manager addrepo --from-repofile=https://repo.vivaldi.com/archive/vivaldi-
fedora. repo

sudo dnf config-manager addrepo --from-repofile=https://repo.skype.com/rpm/stable/skype-
stable. repo

sudo dnf config-manager addrepo --from-repofile=https://jelmerro.nl/fedora/jelmerro.repo
sudo dnf config-manager addrepo --from-repofile=https://rpm.librewolf.net/librewolf-repo.repo
sudo dnf config-manager addrepo --from-repofile=https://dl.winehq.org/wine-
builds/fedora/41/winehq. repo

sudo dnf config-manager addrepo --from-
repofile=https://download.sublimetext.com/rpm/stable/x86 64/sublime-text.repo

sudo dnf config-manager addrepo --from-
repofile=https://download.opensuse.org/repositories/hardware:razer/Fedora $(rpm -E
%sfedora)/hardware:razer.repo

sudo dnf config-manager addrepo --from-
repofile=https://pkgs.tailscale.com/stable/fedora/tailscale.repo

sudo dnf config-manager addrepo --from-repofile=https://cli.github.com/packages/rpm/gh-
cli.repo

sudo dnf config-manager addrepo --from-
repofile=https://raw.githubusercontent.com/VirtualGL/repo/main/VirtualGL.repo

sudo dnf config-manager addrepo --from-
repofile=https://download.opensuse.org/repositories/home:venenux:bashgui/Fedora 40/home:venenu
x:bashgui.repo

sudo dnf config-manager addrepo --from-repofile=https://brave-browser-rpm-
release.s3.brave.com/brave-browser. repo

sudo dnf config-manager addrepo --from-



repofile=https://git.

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

sudo

dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf
dnf

copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr
copr

copr

enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable
enable

enable

froth.zone/api/packages/sam/rpm.repo

kwizart/fedy
cygsimon/ntfysh
perabyte/webapp-manager
refi64/webapp-manager
mystro256/rocm-opencl
gloriouseggroll/amdgpu-vulkan-switcher
sergiomb/electrons
wereturtle/stable
vandebugger/tapper
principis/howdy
zeno/scrcpy
varlad/helix
cuintle/RHVoice
principis/NoiseTorch
kylegospo/grub-btrfs
polter/far2l
dani/bucklespring
atim/gping
rmnscnce/kernel-xanmod
frinksy/airshipper
abn/throttled
adrake/throttled
kwizart/fedy
timlau/yumex-ng
erikreider/SwayNotificationCenter
keefle/glow
nunodias/psensor
atim/lazygit
satyal64/numix
vwbusguy/ibus-coptic
scx/cuneiform
psi-jack/devilspie
slp/libkrunfw
slp/libkrun

slp/krunvm
borial38/portproton
taw/joplin
rob72/D0SBox-X

zirix/Podbox



sudo dnf copr enable sunwire/envycontrol

sudo dnf copr enable nalika/gzdoom

sudo dnf copr enable leo/power-options

sudo dnf copr enable grafinl1992/nEMU

sudo dnf copr enable wojnilowicz/ungoogled-chromium
sudo dnf copr enable pesader/hblock

sudo dnf copr enable codifryed/CoolerControl

sudo dnf copr enable rok/cdemu

sudo dnf copr enable petersen/zsync

sudo dnf copr enable ilyaz/LACT

sudo dnf copr enable elxreno/preload

sudo dnf copr enable abn/throttled

sudo dnf copr enable herzen/davinci-helper

sudo dnf copr enable grafinl1992/nEMU

sudo dnf copr enable kwizart/kernel-longterm-6.12
sudo dnf copr enable domcyrus/rustnet

sudo dnf copr enable lockedmutex/picoforge

sudo dnf copr enable mahdif62/sshpilot

sudo dnf copr enable darrencocco/ryzen-smu-kmod

sudo sh -c 'echo -e "[code]\nname=Visual Studio
Code\nbaseurl=https://packages.microsoft.com/yumrepos/vscode\nenabled=1\ngpgcheck=1\ngpgkey=ht

tps://packages.microsoft.com/keys/microsoft.asc" > /etc/yum.repos.d/vscode.repo'’

sudo sh -c 'echo -e "[SoftMaker Office Repository]\nname=SoftMaker Office
Repository\nenabled=1\nautorefresh=1\nbaseurl=https://shop.softmaker.com/repo/rpm\npath=/\ntyp
e=rpm-md\nkeeppackages=0\nrepo_gpgcheck=1\ngpgkey=https://shop.softmaker.com/repo/linux-repo-

public.key\nenabled metadata=0" > /etc/yum.repos.d/softmaker.repo'

curl -1sLf 'https://dl.cloudsmith.io/public/asbru-cm/release/cfg/setup/bash.rpm.sh' | sudo -E
bash

curl -fsSL https://rpm.librewolf.net/librewolf-repo.repo | pkexec tee

/etc/yum.repos.d/librewolf. repo

curl -fsSl https://pkg.cloudflareclient.com/cloudflare-warp-ascii.repo | sudo tee

/etc/yum.repos.d/cloudflare-warp.repo

sudo wget https://download.virtualbox.org/virtualbox/rpm/fedora/virtualbox.repo -0

/etc/yum.repos.d/virtualbox.repo



sudo wget https://fedorapeople.org/groups/virt/virtio-win/virtio-win.repo -0

/etc/yum.repos.d/virtio-win. repo

sudo dnf install https://download.onlyoffice.com/repo/centos/main/noarch/onlyoffice-

repo.noarch.rpm

sudo dnf install adoptium-temurin-java-repository

sudo tee > /etc/yum.repos.d/tiukov.repo <<EOF
[Tiukov]

name=Tiukov
baseurl=https://repo.tiukov.com/fedora
enabled=1

gpgcheck=0

EOF

sudo tee > /etc/yum.repos.d/AnyDesk-Fedora.repo <<EOF
[anydesk]

name=AnyDesk Fedora - stable
baseurl=http://rpm.anydesk.com/fedora/$basearch/
gpgcheck=1

repo_gpgcheck=1
gpgkey=https://keys.anydesk.com/repos/RPM-GPG-KEY

EOF

sudo tee /etc/yum.repos.d/cisofy-lynis.repo <<EOF

[lynis]

name=CISOfy Software - Lynis package
baseurl=https://packages.cisofy.com/community/lynis/rpm/

enabled=1
gpgkey=https://packages.cisofy.com/keys/cisofy-software-rpms-public.key
gpgcheck=1

priority=2

EOF

sudo tee /etc/yum.repos.d/anydesk.repo <<EOF
[anydesk]

name=AnyDesk Stable
baseurl=http://rpm.anydesk.com/centos/${basearch}/
gpgkey=https://keys.anydesk.com/repos/RPM-GPG-KEY
EOF



sudo tee /etc/yum.repos.d/opera.repo <<EOF
[operal

name=0Opera packages

type=rpm-md
baseurl=https://rpm.opera.com/rpm
gpgcheck=1
gpgkey=https://rpm.opera.com/rpmrepo.key
enabled=1

EOF

sudo tee /etc/yum.repos.d/charm.repo <<EOF
[charm]

name=Charm
baseurl=https://repo.charm.sh/yum/
enabled=1

gpgcheck=1
gpgkey=https://repo.charm.sh/yum/gpg.key
EOF

sudo tee /etc/yum.repos.d/kopia.repo <<EOF

[Kopial

name=Kopia
baseurl=http://packages.kopia.io/rpm/stable/\$basearch/
gpgcheck=1

enabled=1

gpgkey=https://kopia.io/signing-key

EOF

sudo tee /etc/yum.repos.d/firefoxpwa.repo <<EOF

[firefoxpwa]

name=FirefoxPWA

metadata expire=300
baseurl=https://packagecloud.io/filips/FirefoxPWA/rpm_any/rpm_any/\$basearch
gpgkey=https://packagecloud.io/filips/FirefoxPWA/gpgkey

repo_gpgcheck=1

gpgcheck=0

enabled=1

EOF

sudo tee /etc/yum.repos.d/vscodium.repo << EOF



[gitlab.com paulcarroty vscodium repol

name=download.vscodium.com

baseurl=https://download.vscodium.com/rpms/

enabled=1

gpgcheck=1

repo_gpgcheck=1
gpgkey=https://gitlab.com/paulcarroty/vscodium-deb-rpm-repo/-/raw/master/pub.gpg
metadata expire=1lh

EOF

sudo tee /etc/yum.repos.d/trueconf.repo << EOF

[trueconf]

name=TrueConf Repository
baseurl=https://mirror.trueconf.ru/fedora/$releasever/$basearch/release
enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-trueconf

EOF

OOHOoBNIEHMEe [0 HOBOro penusa

sudo dnf upgrade --refresh

sudo dnf install dnf-plugin-system-upgrade
sudo dnf system-upgrade download --releasever=42
sudo dnf system-upgrade reboot

sudo dnf reinstall akmod-nvidia

sudo dnf system-upgrade clean

sudo dnf clean packages

sudo dnf install rpmconf

sudo rpmconf -a

sudo dnf install remove-retired-packages
sudo remove-retired-packages

gsettings set org.gnome.shell disable-user-extensions false

sudo dnf upgrade --refresh

sudo dnf system-upgrade download --releasever=43 --allowerasing
sudo dnf5 offline reboot

sudo /usr/lib/sysimage/rpm /usr/lib/sysimage/rpm_old

sudo rpm --rebuilddb

sudo dnf distro-sync

sudo dnf distro-sync --allowerasing



sudo

sudo

fixfiles -B onboot

dnf install rpmconf

rpmconf -a

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

sudo

dnf install remove-retired-packages

remove-retired-packages

dnf repoquery --duplicates

dnf remove --duplicates

dnf list --extras

dnf remove $(sudo dnf repoquery --extras --exclude=kernel,kernel-\*,kmod-\*)
dnf autoremove

dnf install clean-rpm-gpg-pubkey

clean-rpm-gpg-pubkey

dnf install symlinks

symlinks -r /usr | grep dangling

symlinks -r -d /usr

rm /boot/*rescue*

kernel-install add "$(uname -r)" "/lib/modules/$(uname -r)/vmlinuz"

dnf install dracut-config-rescue



Fedora

ObHOoBNEHNe 00 HOBOIoO
pesin3a

O6HOBUTb CUCTEMY:

sudo dnf upgrade --refresh

[Mepe3anyCcTnUTb KOMMbIOTEP:

sudo reboot

Yoanntb HENCNoNb3yeMble MaKeTbl:

sudo dnf autoremove

YcTaHOBUTL NnaruH ans obHoBeHUs:

sudo dnf install dnf-plugin-system-upgrade

MepeknynTb penns3 n ckadyaTb 414 Hero obHosseHNs (BMecTo 41 yKasaTb HEOBXO4UMbIN):

sudo dnf system-upgrade download --releasever=41 --allowerasing
CornacuTbCsa C UMMOPTOM BCEX KJIHOYen
3anycTnTb Npouecc obHOBNEHUS:

sudo dnf system-upgrade reboot

O4ncTnTb Kewl:

sudo dnf system-upgrade clean

YOanuTb CJIOMaHble CUMJIUHKI:

sudo find /usr -type 1 -xtype 1 -delete

sudo symlinks -r /usr | grep dangling



[Mepe3anyCcTnTb KOMMbIOTEP:

sudo reboot



Fedora

OTKIO4YeHune

aTOMaTN4YeCKOWN MPOBEPKU
obHOBJIEHNI

gsettings set org.gnome.software download-updates false

echo 'metadata timer sync=0' | sudo tee -a /etc/dnf/dnf.conf



Fedora

[lepekitodeHnsa packslagkn

Alt+Shift

gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Shift>Alt L']"

gsettings set org.gnome.desktop.wm.keybindings switch-input-source-backward "['<Alt>Shift L']"



Fedora

CMeHa peaakuunm Ha KDE

tee migrate-gnome-kde.sh << EOF > /dev/null
#!/usr/bin/bash

sudo dnf shell -y --setopt protected packages= << EOI
swap fedora-release-workstation fedora-release-kde
swap fedora-release-identity-workstation fedora-release-identity-kde
run

remove @gnome-desktop

run

remove *gnome* *gtk*

run

install @kde-desktop-environment

run

EOI

sudo systemctl enable sddm.service

reboot

EOF

MepeknynTbCa B TepMUHaibHbIN pexxum: CTRL+ALT+F3

3a/710rMHNTBCS W BbIMOJIHUT:

chmod +x migrate-gnome-kde.sh

./migrate-gnome-kde.sh



Fedora

YcTaHoBKa DaVinci Resolve

YCTaHOBUTb 3aBNCMMOCTU:

sudo dnf install -y libxcrypt-compat libcurl libcurl-devel mesa-1ibGLU fuse-1libs

YcTtaHoBuTb DaVinci Resolve:

SKIP_PACKAGE_CHECK=1 ./DaVinci_Resolve_*.run

NcnpaBneHnne npobnembl ¢ bubnnotekamm:

sudo mkdir /opt/resolve/libs/disabled_libraries

cd /opt/resolve/libs && sudo mv libglib* libgio* libgmodule* disabled libraries/
Moopep>xka NVIDIA:

sudo dnf install -y akmod-nvidia xorg-x1ll-drv-nvidia-cuda
Moopepxxka AMD:

sudo dnf install -y rocm-opencl rocm-smi rocm-core rocm-hip --allowerasing
sudo dnf swap -y mesa-va-drivers mesa-va-drivers-freeworld && sudo dnf swap -y mesa-vdpau-

drivers mesa-vdpau-drivers-freeworld --allowerasing

Mopnepxka Intel:

sudo dnf install -y intel-media-driver --allowerasing



Fedora

YcTaHoBKa VirtualBox

OBHOBUTb CUCTEMY

sudo dnf upgrade --refresh

YCTaHOBUTb 3aBUCUMOCTH

sudo dnf install @development-tools

sudo dnf install kernel-headers kernel-devel dkms

MoAKNOYNTL PENO3NTOPUIA

sudo wget http://download.virtualbox.org/virtualbox/rpm/fedora/virtualbox.repo -P

/etc/yum. repos.d/

YcTtaHoBuTb VirtualBox

sudo dnf install VirtualBox-7.1
(BMecTo 7.1 yKazaTtb HY>XHbIVi HOMEP BEpPCn)
Bkno4nTb cepBuc

sudo systemctl enable vboxdrv --now

HobaBuTb NOMb30BaTENS B rpynny

sudo usermod -a -G vboxusers $USER

Cka4daTb OOoMnoJsIHeHUs

wget https://download.virtualbox.org/virtualbox/7.1.x/0racle VirtualBox Extension Pack-

7.1.x.vbox-extpack

(BMecTO 7.1.X yKa3aTb akTyaJllbHbIi HOMep Bepcuu)

YCTaHOBUTbL O0MNOJIHEHUNS



sudo vboxmanage extpack install Oracle VirtualBox Extension Pack-7.1.x.vbox-extpack

(BMecTO 7.1.X yKa3aTb akTyallbHbIi HOMep Bepcuu)

Bbirpysutb moaynb KVM

sudo modprobe -r kvm intel

OTkntoynTb KVM

sudo grubby --update-kernel=ALL --args="kvm.enable virt at load=0"

OnumnoHanbHO yaanutb KVM BupTyanmsaunto (n3-3a KOHMOJINKTA COBMECTUMOCTU CUCTEM
BUPTYyaam3aumnmn)

sudo systemctl stop libvirtd
sudo systemctl disable libvirtd
sudo dnf group remove virtualization

sudo dnf remove boxes

Mepe3anyCcTuTb CUCTEMY

sudo reboot



Fedora

YcTaHOBKa VMware
Workstation

YcTaHOBKa CUCTEMHbIX MAKeTOB:

sudo dnf install kernel-devel kernel-headers gcc make patch wget

YcTaHoBKa MO (nomMeHATb 17.5.0-22583795 Ha HY)XHYIO BEPCUIO):

sudo bash ./VMware-Player-Full-17.5.0-22583795.x86_64.bundle --eulas-agreed --required

sudo vmware-modconfig --console --install-all

YcTaHOBKa MoAy/ien anbTepHaTUBHAA (MOMeHATb 17.5.1 Ha HY>XHYIO BEpPCUIO):

wget https://github.com/mkubecek/vmware-host-modules/archive/workstation-17.5.1.tar.gz
tar -xzf workstation-17.5.1.tar.gz

cd vmware-host-modules-workstation-17.5.1

sudo make && sudo make install

mv vmmon-only vmmon

mv vmnet-only vmnet

sudo cp -a vmmon vmnet /usr/lib/vmware/modules/source/

sudo vmware-modconfig --console --install-all

YcTaHoBKa MoayJiein afbTepHaTMBHasN (elle oguH BapuaHT):

git clone https://github.com/bytium/vm-host-modules.git
cd vm-host-modules

git checkout 17.6.1

make

sudo make install

[Mepe3anyCcTuUTb CEpBUC:

systemctl restart vmware.service

BkntoveHune 3D yckopeHUs:



cat >> ~/.vmware/preferences <<EOF
mks.gl.allowBlacklistedDrivers = "TRUE"
EOF



Fedora

Convert HEIC to JPEG

YcTtaHoBuTb MO 1 6ubnmnoTeky:

sudo dnf install libheif-freeworld libheif-tools

Ons KOHBEpPTaunn:

heif-convert file.heif file.jpg



Manjaro



OTkN4YeHune IPvo

sudo echo "net.ipv6.conf.all.disable ipv6=1" >> /etc/sysctl.d/100-manjaro.conf
sudo echo "net.ipv6.conf.default.disable ipv6=1" >> /etc/sysctl.d/100-manjaro.conf

sudo sysctl -p /etc/sysctl.d/100-manjaro.conf



Manjaro

CMeHa bpaHya

Co3naTb (halin U OTKPLITb €ro AJs peaakTUPoBaHUS

sudo nano /opt/manjaro-branch.sh

BcTauTb B Hero cnegyoulee
#!/usr/bin/env bash
# https://wiki.manjaro.org/index.php?title=Switching Branches

if [ -z "${1}" 1; then

pacman-mirrors -G
else

pacman-mirrors --api --set-branch "${1}"
pacman-mirrors --fasttrack 5

pacman -Syyuu

fi
BbicTaBUTb NpaBa Ha UCMOJIHEHWe

sudo chmod +x /opt/manjaro-branch.sh

3anycTuTtb 6e3 napameTpoB A4 oTobparkeHne Tekylwero 6paHya nnm ¢ HazBaHnem bpaH4ya s
€ro CMeHbl



Manjaro

CrnnCcoK yCTaHOBJIEHHbIX
NakKeToB

nano apps.sh

44 #'/bin/bash
APPFILE=~/apps.list

echo “date” > $APPFILE

echo "" >> $APPFILE
echo "<<< Snap >>>" >> $APPFILE
snap list >> $APPFILE

echo "" >> $APPFILE
echo "<<< Flatpak >>>" >> $APPFILE
flatpak list >> $APPFILE

echo "" >> $APPFILE
echo "<<< AUR >>>" >> $APPFILE
pamac list -m >> $APPFILE

echo "" >> $APPFILE
echo "<<< Repo >>>" >> $APPFILE
pamac list -i >> $APPFILE

chmod +x apps.sh

./apps.sh



Manjaro

TroHUHI Pacman

OTKpbITb KOHPUTYpPaLNUOHHLIN hann

sudo nano /etc/pacman.conf

No6aBnTb B HEr0 NapamMeTpbl

44 Color
VerbosePkgLists
ParallelDownloads=5
ILoveCandy

O6HOBUTb MakeTHyto Ba3y

sudo pacman -Syyu



Manjaro

YCTaHOBKa OKPYXeHun4

KDE

sudo pacman -S kde-applications manjaro-kde-settings sddm-breath-theme manjaro-settings-
manager-knotifier manjaro-settings-manager-kcm breath2-icon-themes breath2-wallpaper plasma5-
themes-breath2 sddm-breath2-theme

sudo systemctl enable sddm.service --force

Gnome

sudo pacman -S gnome-extra manjaro-gnome-assets manjaro-gdm-theme manjaro-settings-manager

sudo systemctl enable gdm.service --force

XFCE

sudo pacman -S xfced-gtk3 xfced-goodies xfced-terminal network-manager-applet xfced4-notifyd-
gtk3 xfced4-whiskermenu-plugin-gtk3 tumbler engrampa lightdm lightdm-gtk-greeter lightdm-gtk-
greeter-settings manjaro-xfce-gtk3-settings manjaro-settings-manager

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm-gtk-greeter.conf

a4 [greeter]
background = /usr/share/backgrounds/illyria-default-lockscreen.jpg
font-name = Cantarell Bold 12
xft-antialias = true
icon-theme-name = Papirus
screensaver-timeout = 60
theme-name = Matcha-azul
cursor-theme-name = xcursor-breeze
show-clock = false
default-user-image = #avatar-default
xft-hintstyle = hintfull
position = 50%,center 50%,center
clock-format =
panel-position = bottom




indicators =
~host;~spacer;~clock;~spacer;~language;~session;~ally;~power

Budgie

sudo pacman -S budgie-desktop network-manager-applet gnome-control-center gnome-screensaver
gnome-terminal nautilus budgie-extras dconf-editor lightdm lightdm-slick-greeter lightdm-
settings manjaro-budgie-settings manjaro-settings-manager papirus-maia-icon-theme

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm.conf

44 greeter-session=lightdm-slick-greeter

sudo nano /etc/lightdm/slick-greeter.conf

a4 [Greeter]
background=/usr/share/backgrounds/manjaro-budgie/manjaro-budgie.jpg
theme-name=Matcha-sea
icon-theme-name=Papirus-Maia
draw-grid=false

Cinnamon

sudo pacman -S cinnamon cinnamon-wallpapers cinnamon-sounds gnome-terminal parcellite lightdm
lightdm-slick-greeter lightdm-settings manjaro-cinnamon-settings adapta-maia-theme kvantum-
manjaro

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm.conf

44 greeter-session=lightdm-slick-greeter

sudo nano /etc/lightdm/slick-greeter.conf



[Greeter]
background=/usr/share/backgrounds/greeter_default.jpg
background-color=#263138

draw-grid=false

theme-name=Adapta-Nokto-Eta-Maia
icon-theme-name=Papirus-Dark-Maia
font-name="'Cantarell 11"

xft-antialias=true

xft-hintstyle=hintfull

enable-hidpi=auto

MATE

sudo pacman -S mate network-manager-applet mate-extra dconf-editor lightdm lightdm-slick-
greeter lightdm-settings manjaro-mate-settings arc-maia-icon-theme papirus-maia-icon-theme
manjaro-settings-manager manjaro-settings-manager-notifier

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm.conf

44 greeter-session=lightdm-slick-greeter

sudo nano /etc/lightdm/slick-greeter.conf

44 [Greeter]
background=/usr/share/backgrounds/manjaro-mate/manjaro-mate.jpg
theme-name=Adapta-Nokto-Maia
icon-theme-name=Arc-Maia
draw-grid=false

Deepin

sudo pacman -S deepin deepin-extra lightdm deepin-manjaro

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm.conf



greeter-session=lightdm-deepin-greeter

LXDE

sudo pacman -S lxde network-manager-applet lightdm lightdm-gtk-greeter lightdm-gtk-greeter-
settings manjaro-1lxde-logout-banner manjaro-1xde-xfce4-notifyd manjaro-1lxde-xfce4-volumed-
pulse manjaro-settings-manager manjaro-settings-manager-notifier manjaro-lxde-settings arc-
maia-icon-theme kvantum-manjaro

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm-gtk-greeter.conf

a4 [greeter]
background = /usr/share/backgrounds/Ixde-breath.png
font-name = Cantarell 12
xft-antialias = true
icon-theme-name = Arc-Maia
screensaver-timeout = 60
theme-name = Adapta-Eta-Maia
cursor-theme-name = xcursor-breeze
show-clock = false
default-user-image = #avatar-default
xft-hintstyle = hintfull
position = 50%,center 50%,center
clock-format =
panel-position = bottom

LXQT

sudo pacman -S lxqt xscreensaver lightdm lightdm-slick-greeter lightdm-settings light-locker
manjaro-lxqt-extra-settings manjaro-openbox-adapta-maia papirus-maia-icon-theme

sudo systemctl enable lightdm.service --force

sudo nano /etc/lightdm/lightdm.conf

44 greeter-session=lightdm-slick-greeter



Manjaro

YcTaHoBKa Virt-Manager

YcTaHOBKa HEOOXOAMMbIX MAaKETOB:

sudo pacman -S virt-manager gemu vde2 iptables-nft dnsmasq bridge-utils openbsd-netcat edk2-
ovmf swtpm
sudo usermod -a -G libvirt $USER

sudo systemctl enable --now libvirtd.service

Onsa pabotbl Windows rocTeBbiX CUCTEM YCTaHOBUTbL NakeT virtio-win n3 AUR:

sudo pamac install virtio-win



RedHat



RedHat

HacTponka nocne
YCTaHOBKW

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

sudo

CmeHa Wayland Ha Xorg

nano /etc/gdm/custom.conf

44 [daemon]
WaylandEnable=false
DefaultSession=gnome-xorg.desktop

YCTaHOBKA CBA3KW KJIOYEHN

dnf install libgnome-keyring

BktoyeHmne pycckoro si3blkoBOro nakeTa

dnf install -y langpacks-ru

JonosiHuTeNbHble peno3nTopumn
rpm --import https://download.sublimetext.com/sublimehq-rpm-pub.gpg
rpm --import https://packages.microsoft.com/keys/microsoft.asc
rpm --import https://shop.softmaker.com/repo/linux-repo-public.key
rpm --import https://keys.anydesk.com/repos/RPM-GPG-KEY
rpm --import https://rpm.opera.com/rpmrepo.key
dnf config-manager --set-enabled crb
dnf config-manager --add-repo https://pkgs.tailscale.com/stable/rhel/9/tailscale.repo

dnf -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-9.noarch.rpm

sh -c 'echo -e "[code]\nname=Visual Studio



Code\nbaseurl=https://packages.microsoft.com/yumrepos/vscode\nenabled=1\ngpgcheck=1\ngpgkey=ht

tps://packages.microsoft.com/keys/microsoft.asc" > /etc/yum.repos.d/vscode.repo'

sudo cat << EOF > /etc/yum.repos.d/google-chrome.repo
[google-chrome]

name=google-chrome
baseurl=http://dl.google.com/linux/chrome/rpm/stable/x86 64
enabled=1

gpgcheck=1
gpgkey=https://dl.google.com/linux/linux_signing key.pub
EOF



RedHat

OTKAto4YeHne kdump

1. OcTaHOBUTL CepBUC

sudo systemctl stop kdump

2. OTKIIO4YUTb CEPBUC

sudo systemctl disable kdump

3. OTpenakKTupoBaTb 3arpys3ymk

sudo nano /etc/default/grub

CmeHunTb crashkernel=auto Ha crashkernel=no

4. NepecobpaTb 3arpys3ymk

sudo grub2-mkconfig -o /boot/grub2/grub.cfg

5. lMepe3sanyCcTntb cucTtemy

sudo reboot



Ubuntu



Ubuntu

I3MeHeHnsa a3blKa
OUPEKTOPUN

LANG=C xdg-user-dirs-gtk-update



Ubuntu

NcnpaBieHne npobrieMbl C
HepaboTatowmm DNS

DobasunTtb agpeca DNS cepsepos

sudo nano /etc/systemd/resolved.conf

44 [Resolve]
DNS=8.8.8.81.1.1.1 9.9.9.9
MulticastDNS=no
DNSStubListener=no

HacTtpouTtb NSSwitch

sudo nano /etc/nsswitch.conf

44 hosts: files resolve dns

CMeHUTb hann pesoneepa

sudo ln -svi /run/systemd/resolve/resolv.conf /etc/resolv.conf

Bkno4nTb pesoneep

sudo systemctl enable systemd-resolved

[Mepe3sanycTnTb cepsep

sudo reboot



Ubuntu

He BCe nakeThbl
ODOHOBISAIOTCH

BHeCcTn nameHeHmns B HacTpomkm APT

sudo cat <<EOF > /etc/apt/apt.conf.d/80allupgrade
APT::Get::Always-Include-Phased-Updates "1";
EOF

3anycTuUTb NMPoBepKy 1 obHOBNEHME

sudo apt update
sudo apt dist-upgrade



Ubuntu

OTknw4dYeHume cloud-init

OTK04YeHne

sudo touch /etc/cloud/cloud-init.disabled

sudo reboot

YnaneHue

sudo dpkg-reconfigure cloud-init

Y6paTb BCe NyHKThI, KpoMe None

sudo apt-get purge cloud-init
sudo rm -rf /etc/cloud/ && sudo rm -rf /var/lib/cloud/

sudo reboot



Ubuntu

[lepekntovyeHne Ha HWE

Ubuntu 22.04

sudo apt install --install-recommends linux-generic-hwe-22.04

Ubuntu 20.04

sudo apt install --install-recommends linux-generic-hwe-20.04

Ubuntu 18.04

sudo apt-get install --install-recommends linux-generic-hwe-18.04

Ubuntu 16.04

sudo apt-get install --install-recommends linux-generic-hwe-16.04

Ubuntu 14.04

sudo apt-get install --install-recommends linux-generic-lts-xenial

Ubuntu 12.04

sudo apt-get install --install-recommends linux-generic-lts-trusty



Ubuntu

[lepekntoyeHne Apache Ha
PHP-FPM

sudo systemctl stop apache2

sudo a2dismod php7.4

sudo a2dismod mpm_prefork

sudo a2enmod mpm_event

sudo apt install php-fpm

sudo apt install libapache2-mod-fcgid
sudo a2enmod proxy

sudo a2enmod proxy fcgi

sudo systemctl restart apache2



Ubuntu

YOoaneHne ctapbix aanep

O6HOBUTbL CNCTEMY U Nnepe3arpy3nTb O14 nepexoga Ha akKTyaJibHYO BEPCUIO AOPa

sudo apt update
sudo apt full-upgrade

sudo reboot

YOannTb OCTAaTKN

sudo apt autoremove --purge

MNpoBepuTb CMNCOK YCTAaHOBNEHHbIX saep

sudo dpkg --list | egrep 'linux-image]|linux-headers
MocmoTpeThb pabouyto Bepcuto sapa

uname -r

YOanuTb HEHY>XHble BEepPCUN afep W 3aro/lIoBKOB

sudo apt purge linux-image-5.4.*

sudo apt purge linux-headers-5.4.*



Ubuntu

YCTaHOBKaA J1IOKa u

YCTaHOBUTb HY>XXHbI A3bIKOBOM Habop (roe xx - 3To Hanpumep en, ru, frn 1.4.))

sudo apt-get install language-pack-xx

MpuMeHNTL Nokasnb (roe xx XX - ato HanpuMmep en_US, ru RU, fr FRn 1.4.)

sudo localectl set-locale LANG=xx XX.UTF-8

|_|pl/l HeobxoaMmMocCTun OTpeENaKTUBPOBATbL CMNCOK BKJTOYEHHbIX nokanen

sudo dpkg-reconfigure locales

npOBepVITb CMUCOK BKJIIOYEHHbLIX JIOKasnen

locale -a



Ubuntu

YcTaHoBKa Docker

sudo apt update

sudo apt dist-upgrade

sudo apt install apt-transport-https ca-certificates curl software-properties-common
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu focal
stable"

sudo apt update

sudo apt install docker-ce

sudo usermod -aG docker ${USER}



YcTaHOBKa msmtprc

sudo apt-get install msmtp-mta ca-certificates

sudo nano /etc/msmtprc

44 defaults

tls on

tls_starttls on

tls_certcheck off

tls_trust file /etc/ssl/certs/ca-certificates.crt

account default

host <smtp.example.net>

port 465

auth on

keepbcc on

user <username@example.net>
password <password>

from <username@example.net>
syslog LOG_MAIL

sudo nano /etc/php/7.4/apache2/php.ini

44 sendmail_path = /usr/bin/msmtp -t

echo "Test Mail." | msmtp -a default username@domain.com



