macOS

e ObOLee

o McnpaBneHne ownboK aligioBo CUCTEMBI

o

WcnpaBneHne npobnemsl ¢ HepaboTatowmm SSH

o

Mpobnembl c nogkatveHmem K Wi-Fi

o

Cb6poc DNS kewwa

o

CncremHble TpeboBaHuUs

o

CmeHa chopMaTa 4mcen

o

YckopeHue paboTbl Ha MeaIeHHbIX YCTPONCTBAX

e ARM

o OTKAOYeHMe Bbe3onacHOCTU

o VRAM Limits

e Intel

o OTKNOYeHne 6e3onacHoOCTuU







ObLee

7707007270700 07270707070 0707070700707
P70°07?7?°707°

CMOTpUM CMUCOK ONCKOB

diskutil list

MpoBepsieM ANCK Ha OLWNOKK

diskutil verifyVolume /dev/diskID

|/|CI'IpaBJ'IeHI/Ie ownbok Ha ancke

diskutil repairVolume /dev/diskID



ObLee

P7P7000°27070°07070 7070707070707 77
7070700707070 SSH

OTKpPbITb KOHPUTYPALMOHHBLIN hann

sudo nano /etc/ssh/ssh config

[0o6aBnTb B KOHEL, CTPOKM

44 HostkeyAlgorithms +ssh-rsa
PubkeyAcceptedAlgorithms +ssh-rsa



Obuwee

77000727070 72 2707000707000 7
Wi-FI

e 3aKpPbITb BCE MPUJIOXKEHUS, UCMNOJb3YIOLLME CETh
e OTKJIOYMNTbLCSA OT BCe3 6ecnpoBOAHbIX CeTel
e BbINOSIHUTL B TEPMUHASIE:

sudo rm -rf /Library/Preferences/SystemConfiguration/com.apple.airport.preferences.plist
sudo rm -
rf/Library/Preferences/SystemConfiguration/com.apple.network.eapolclient.configuration.plist
sudo rm -rf/Library/Preferences/SystemConfiguration/com.apple.wifi.message-tracer.plist

sudo rm -rf/Library/Preferences/SystemConfiguration/NetworkInterfaces.plist

sudo rm -rf/Library/Preferences/SystemConfiguration/preferences.plist

e [Nepe3anyCcTuTb YCTPONCTBO 6e3 cOXpaHeHNs COCTOAHUS
e Moagkno4nTbCSA K HecnpoBoaHoOM ceTn



ObLee

270777 DNS 77?777

sudo dscacheutil -flushcache; sudo killall -HUP mDNSResponder



ObLee

7070007070707 0700707070700

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

Mac Studio

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

Mac Studio

MacBook

MacBook Air

MacBook Pro

Mac mini

macOS 13 - Ventura

macOS 12 - Monterey

macOS 11 - Big Sur

Mid 2017
Late 2018
Mid 2017
Late 2018
Mid 2017
All
2019

2022

Early 2016
Early 2015
Early 2015
Late 2014
Late 2015
All
2013

2022

Early 2015

2013

2013

2014



iMac

iMac Pro

Mac Pro

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

Mac Pro

macOS 10.15 - Catalina

macOS 10.14 - Mojave

macOS 10.13 - High Sierra

macOS 10.12 - Sierra

2014

All

2013

Early 2015

Mid 2012

Mid 2012

Late 2012

Late 2012
All

Late 2013

Early 2015

Mid 2012

Mid 2012

Late 2012

Late 2012
All

Mid 2010

Late 2009
Late 2010
Mid 2010
Mid 2010
Late 2009

Mid 2010



MacBook Late 2009

MacBook Air Late 2010
MacBook Pro Mid 2010
Mac mini Mid 2010
iMac Late 2009
Mac Pro Mid 2010

macOS 10.11 - El Capitan

MacBook Late 2008 Alu / Early 2009
MacBook Air Late 2008
MacBook Pro Mid 2007

Mac mini Early 2009

iMac Mid 2007

Mac Pro Early 2008

Xserve Early 2009

macOS 10.10 - Yosemite

MacBook Late 2008 Alu / Early 2009
MacBook Air Late 2008
MacBook Pro 13 Mid 2009 / 15 Mid 2007 / 17 Late 2007
Mac mini Early 2009
iMac Mid 2007
Mac Pro Early 2008
Xserve Early 2009

macOS 10.9 - Mavericks

MacBook Late 2008 Alu / Early 2009
MacBook Air Late 2008
MacBook Pro Mid 2007

Mac mini Early 2009



iMac

Mac Pro

Xserve

Mid 2007
Early 2008

Early 2009

macOS 10.8 - Mountain Lion

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

Mac Pro

Xserve

Late 2008 Alu / Early 2009
Late 2008
Mid 2007
Early 2009
Mid 2007
Early 2008

Early 2009



Obuwee

P70 07070707070 07070707

YT0bbI BE€PHYTb TOYKWN, BMECTO 3alATbIX B q)OpMaT ynces, HeobxoaMMO BbINOJHUTb KOMaHAY:

defaults write .GlobalPreferences AppleICUNumberSymbols -dict 6 "." 1 "'" 10 "." 17 "'"

N nepe3anycTuTb cUCTEMY. B HacTpolikax cuctemMbl byaeT oTobpa)kaTbCsA NycToe nose, 0AHaKO
dopmaT c Toykamm bygeT npu 3ToM paboTaTk.



Obuwee

P00 000007 7?7
PP 0000700707077

OTKJloYeHVe nHaeKcaummn

sudo mdutil -i off -a

MepekntoyeHne Ha PEXXMM MPON3BOANTENIbHOCTH

nvram boot-args

sudo nvram boot-args="serverperfmode=1 $(nvram boot-args 2>/dev/null | cut -f 2-)"

OTKJIloYeHVe guHaMmmn4vecknx oboes

sudo defaults write /Library/Preferences/com.apple.loginwindow DesktopPicture ""

YMeHbLUEHNEe NPO3PaYHOCTX N aHMMaL NN

defaults write com.apple.Accessibility DifferentiateWithoutColor -int 1
defaults write com.apple.Accessibility ReduceMotionEnabled -int 1
defaults write com.apple.universalaccess reduceMotion -int 1

defaults write com.apple.universalaccess reduceTransparency -int 1

defaults write com.apple.Accessibility ReduceMotionEnabled -int 1

BkntoveHune Myanmceccmﬁl

sudo /usr/bin/defaults write .GlobalPreferences MultipleSessionsEnabled -bool TRUE
defaults write "Apple Global Domain" MultipleSessionsEnabled -bool true

OTkNtoYeHNe 6/I0KMPOBKM dKpaHa

defaults write com.apple.loginwindow DisableScreenLock -bool true

ABTOJIOIMH B CUCTEMY

defaults write com.apple.loginwindow autolLoginUser -bool true



OTkNAtoYeHne obHoOBNEHUI

sudo su

defaults write
defaults write
defaults write
defaults write
defaults write
defaults write
defaults write

defaults write

/Library/Preferences/com.apple.SoftwareUpdate AutomaticDownload -bool false

com.

com.

com.

com

com.

com.

com.

apple.SoftwareUpdate AutomaticCheckEnabled -bool false
apple.commerce AutoUpdate -bool false

apple.commerce AutoUpdateRestartRequired -bool false

.apple.SoftwareUpdate ConfigDataInstall -int 0

apple.SoftwareUpdate CriticalUpdateInstall -int O
apple.SoftwareUpdate ScheduleFrequency -int 0
apple.SoftwareUpdate AutomaticDownload -int 0

BkntoveHune osascript no ssh

defaults write com.apple.universalaccessAuthWarning

/System/Applications/Utilities/Terminal.app -bool true

defaults write
defaults write
true

defaults write

defaults write

com.

com.

com

com

apple.universalaccessAuthWarning /usr/libexec -bool true

apple.universalaccessAuthWarning /usr/libexec/sshd-keygen-wrapper -bool

.apple.universalaccessAuthWarning com.apple.Messages -bool true

.apple.universalaccessAuthWarning com.apple.Terminal -bool true



ARM



P7P70007270°07070 0707270707070

csrutil disable

csrutil authenticated-root disable



VRAM Limits

Ona BbiICTaBneHUsA HY>XXHOIo obbema BMAEO NaMATH:

sudo sysctl iogpu.wired limit mb=XXX

oe XXX - o6bem B merabanTtax. Hanpumep ans 1GB Hy>XHO BbiCTaBuTb 1024

[nsa Bo3BpalleHUs napaMeTpPoB B UCXOOHOE 3HAYeHMe C aBTOMaTUYECKNM BblesIeHNeM NamMaTu -
rnepesarpysuTb YCTPNOCTBO.



Intel



Intel
P00 P07070707070°0°0°07°7°
3al'py3I/ITbC$| B peKaBepPU, OTKPbITb TEPMUHAJT N BbINMOJIHNTb:

spctl --master-disable

csrutil disable

xattr -d -r -s com.apple.quarantine



