MacOS

e ObLee

o NcnpaBneHne ownboK han1IoBON CUCTEMBI

WcnpaBneHue npobsembl ¢ HepaboTatoLwwmm SSH

o

CuctemHble TpeboBaHUSA

o

o

CMeHa dopMaTa Hyucen

YckopeHune paboTbl Ha MeAJIEHHbIX YCTPONCTBAX

o

e ARM

o OTKN04YeHne 6e30nacHoOCTun

e Intel

o OTKN0YeHne 6e30nacHOCTM




ObLwee



ObLee

NcnpaBneHne ownbok
dansioBon cncrtemsl

CMOTpUM CMUCOK ONCKOB

diskutil list

MpoBepsemM ANCK Ha OWNBKK

diskutil verifyVolume /dev/diskID

NcnpasneHue ownbok Ha Ancke

diskutil repairVolume /dev/diskID



ObLee

NcnpaBieHne npobrieMbl C
HepaboTatowmnm SSH

OTKpbITb KOHPUTrYpPaLNOHHLIN hann

sudo nano /etc/ssh/ssh_config

[o6aBnTb B KOHEL, CTPOKN

a4 HostkeyAlgorithms +ssh-rsa
PubkeyAcceptedAlgorithms +ssh-rsa



ObLee

CuncteMHble TpeboBaHUS

macOS 13 - Ventura

MacBook Mid 2017
MacBook Air Late 2018
MacBook Pro Mid 2017

Mac mini Late 2018

iMac Mid 2017
iMac Pro All

Mac Pro 2019
Mac Studio 2022

macOS 12 - Monterey

MacBook Early 2016
MacBook Air Early 2015
MacBook Pro Early 2015

Mac mini Late 2014

iMac Late 2015
iMac Pro All

Mac Pro 2013
Mac Studio 2022

macOS 11 - Big Sur

MacBook Early 2015
MacBook Air 2013
MacBook Pro 2013



Mac mini

iMac

iMac Pro

Mac Pro

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

iMac Pro

Mac Pro

macOS 10.15 - Catalina

macOS 10.14 - Mojave

2014

2014

All

2013

Early 2015

Mid 2012

Mid 2012

Late 2012

Late 2012
All

Late 2013

Early 2015

Mid 2012

Mid 2012

Late 2012

Late 2012
All

Mid 2010

macOS 10.13 - High Sierra

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

Mac Pro

Late 2009

Late 2010

Mid 2010

Mid 2010

Late 2009

Mid 2010



macOS 10.12 - Sierra

MacBook Late 2009
MacBook Air Late 2010
MacBook Pro Mid 2010

Mac mini Mid 2010

iMac Late 2009

Mac Pro Mid 2010

macOS 10.11 - El Capitan

MacBook Late 2008 Alu / Early 2009
MacBook Air Late 2008
MacBook Pro Mid 2007

Mac mini Early 2009

iMac Mid 2007

Mac Pro Early 2008

Xserve Early 2009

macOS 10.10 - Yosemite

MacBook Late 2008 Alu / Early 2009
MacBook Air Late 2008
MacBook Pro 13 Mid 2009 / 15 Mid 2007 / 17 Late 2007
Mac mini Early 2009
iMac Mid 2007
Mac Pro Early 2008
Xserve Early 2009

macOS 10.9 - Mavericks

MacBook Late 2008 Alu / Early 2009

MacBook Air Late 2008



MacBook Pro

Mac mini

iMac

Mac Pro

Xserve

Mid 2007
Early 2009
Mid 2007
Early 2008

Early 2009

macOS 10.8 - Mountain Lion

MacBook

MacBook Air

MacBook Pro

Mac mini

iMac

Mac Pro

Xserve

Late 2008 Alu / Early 2009
Late 2008
Mid 2007
Early 2009
Mid 2007
Early 2008

Early 2009



ObLee

CMeHa popMaTa 4Ymcen

YT00bI BEPHYTb TOYKWN, BMECTO 3aldATbIX B Ct)OpMaT yncesn, HeobxoaMMO BbINOJHUTb KOMaHAY:

defaults write .GlobalPreferences ApplelCUNumberSymbols -dict0 "." 1 """ 10 "." 17 """

N nepe3anycTuTb cuctemy. B HacTpomkax cuctembl byneT oTobparkaTbCs NyCTOE MoJsie, 0AHAKO
dopMaT € To4YKamu byaeTt npu 3Tom paboTaThb.



ObLee

YckopeHue paboThbl Ha
MeOJIeHHbIX YCTPONCTBAX

OTK0YeHNne nHaekcaynm

sudo mdutil -i off -a

MNepeknioyeHne Ha peXxnm NpPon3BOANTENIbHOCTM

nvram boot-args

sudo nvram boot-args="serverperfmode=1 $(nvram boot-args 2>/dev/null | cut -f 2-)"

OTkNo4YeHe guHaMmnyecknx oboes

sudo defaults write /Library/Preferences/com.apple.loginwindow DesktopPicture ""

YMeHbLIeHne MPO3Pav4HOCTN N aHUMaL N

defaults write com.apple.Accessibility DifferentiateWithoutColor -int 1
defaults write com.apple.Accessibility ReduceMotionEnabled -int 1
defaults write com.apple.universalaccess reduceMotion -int 1
defaults write com.apple.universalaccess reduceTransparency -int 1

defaults write com.apple.Accessibility ReduceMotionEnabled -int 1

BktoyeHmne MynbTmuceccumn

sudo /usr/bin/defaults write .GlobalPreferences MultipleSessionsEnabled -bool TRUE

defaults write "Apple Global Domain" MultipleSessionsEnabled -bool true

OTkNto4eHne 6JI0KMPOBKM IKpaHa

defaults write com.apple.loginwindow DisableScreenLock -bool true

ABTO/IOMMH B CUCTEMY

defaults write com.apple.loginwindow autoLoginUser -bool true



OTkNAtoYeHne obHoOBNEHUI

sudo su

defaults write /Library/Preferences/com.apple.SoftwareUpdate AutomaticDownload -bool false
defaults write com.apple.SoftwareUpdate AutomaticCheckEnabled -bool false

defaults write com.apple.commerce AutoUpdate -bool false

defaults write com.apple.commerce AutoUpdateRestartRequired -bool false

defaults write com.apple.SoftwareUpdate ConfigDatalnstall -int O

defaults write com.apple.SoftwareUpdate CriticalUpdatelnstall -int 0

defaults write com.apple.SoftwareUpdate ScheduleFrequency -int 0

defaults write com.apple.SoftwareUpdate AutomaticDownload -int 0

BkntoveHune osascript no ssh

defaults write com.apple.universalaccessAuthWarning /System/Applications/Utilities/Terminal.app -bool true
defaults write com.apple.universalaccessAuthWarning /usr/libexec -bool true

defaults write com.apple.universalaccessAuthWarning /usr/libexec/sshd-keygen-wrapper -bool true

defaults write com.apple.universalaccessAuthWarning com.apple.Messages -bool true

defaults write com.apple.universalaccessAuthWarning com.apple.Terminal -bool true



ARM



ARM

OTKN4YeHne 6be30nacHoOCTU

3arpy3|/|Tbc9| B peKaBepU, OTKPbITb TEPMUHAJT N BbINMOJIHNTb:

bputil -n -k -c -a -s
csrutil disable

csrutil authenticated-root disable



Intel



Intel

OTKN4YeHne 6be30nacHoOCTU

3arpy3|/|Tbc9| B peKaBepU, OTKPbITb TEPMUHAJT N BbINMOJIHNTb:

spctl --master-disable
csrutil disable

xattr -d -r -s com.apple.quarantine



