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€4 http://www.iwik.org/ipcountry/

MomeHATb CN Ha HeobxoauMy CTpaHy, MMbo [06aBUTL AOMNONHUTENbHbLIE CTPOKU C HY>XKHbIMU
CTpaHaMu:

/system scheduler
add disabled=no interval=1ld name=CN on-event=backup policy=\
ftp, reboot, read,write,policy,test,password,sniff,sensitive, romon \
start-date=jan/10/2020 start-time=00:00:01
/system script
add dont-require-permissions=no name=CN owner=admin policy=\
ftp, reboot, read,write,policy,test,password,sniff,sensitive, romon source="/\
\n/tool fetch url=http://www.iwik.org/ipcountry/mikrotik/CN;\r\
\n/import file-name=CN;\r\
\n/file remove CN;\r\
\n"
/ip firewall raw
add chain=prerouting action=drop in-interface-1list=WAN log=no log-prefix="" src-address-

list=CN


http://www.iwik.org/ipcountry/

RDP 272292 22 NAT

Ecnu cepBep Ha OpyroMm nopTy, CMeHNUTb 3389 Ha HY>XHbIN

/ip firewall filter add action=reject chain=forward reject-with=icmp-network-unreachable src-
address-list="Blocked bruteforcers"

/ip firewall filter add action=add-src-to-address-list address-list="Blocked bruteforcers"
address-list-timeout=60m chain=forward connection-state=new in-interface=EXT dst-port=3389
log=yes log-prefix="RDP BRUTEFORCE - " protocol=tcp src-address-list=rdp bruteforce3

/ip firewall filter add action=add-src-to-address-1list address-list=rdp bruteforce3 address-
list-timeout=15m chain=forward connection-state=new in-interface=EXT dst-port=3389
protocol=tcp src-address-list=rdp bruteforce2

/ip firewall filter add action=add-src-to-address-list address-list=rdp bruteforce2 address-
list-timeout=15m chain=forward connection-state=new in-interface=EXT dst-port=3389
protocol=tcp src-address-list=rdp bruteforcel

/ip firewall filter add action=add-src-to-address-list address-list=rdp bruteforcel address-
list-timeout=15m chain=forward connection-state=new in-interface=EXT dst-port=3389

protocol=tcp
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123.123.123.123 - BHELWHNIX agpec
80 - mopT cepBuca ans 6anaHCMpPOBKN

192.168.0.1 n 192.168.0.2 - BHyTpEeHHUNE CepBepa

add action=dst-nat chain=dstnat dst-address=123.123.123.123 dst-port=80 per-connection-
classifier=both-addresses-and-ports:2/0 protocol=tcp to-addresses=192.168.0.1
add action=dst-nat chain=dstnat dst-address=123.123.123.123 dst-port=80 per-connection-

classifier=both-addresses-and-ports:2/1 protocol=tcp to-addresses=192.168.0.2



Obuwee

PPV P??77?7?77?7?7
Microsoft

BapuaHTt 1

/ip firewall raw

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=windowsupdate.microsoft.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=*.windowsupdate.microsoft.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=download.microsoft.com
add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=test.stats.update.microsoft.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=ntservicepack.microsoft.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=stats.microsoft.com
add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=wustat.windows.com
add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=windowsupdate.com
add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=download.windowsupdate.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-
host=*.download.windowsupdate.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=update.microsoft.com

add action=drop chain=prerouting comment="WSUS" protocol=tcp tls-host=*.update.microsoft.com

/system scheduler

add name="WSUS on" on-event="/ip firewall raw disable [find comment=\"WSUS\"]" start-
date=Aug/12/2021 start-time=00:01:00 interval=7d comment="" disabled=no

add name="WSUS off" on-event="/ip firewall raw enable [find comment=\"WSUS\"]" start-

date=Aug/12/2021 start-time=00:08:00 interval=7d comment="" disabled=no

BapuaHT 2

/ip firewall raw

add action=drop chain=prerouting comment="WSUS" content=windowsupdate.microsoft.com
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/system scheduler

comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"
comment="WSUS"

comment="WSUS"

content=.windowsupdate.microsoft.com
content=download.microsoft.com
content=test.stats.update.microsoft.com
content=ntservicepack.microsoft.com
content=stats.microsoft.com
content=wustat.windows.com
content=windowsupdate.com
content=download.windowsupdate.com
content=.download.windowsupdate.com
content=update.microsoft.com

content=.update.microsoft.com

add name="WSUS on" on-event="/ip firewall raw disable [find comment=\"WSUS\"]" start-

date=Aug/12/2021 start-time=00:01:00 interval=7d comment=""

disabled=no

add name="WSUS off" on-event="/ip firewall raw enable [find comment=\"WSUS\"]" start-

date=Aug/12/2021 start-time=00:08:00 interval=7d comment=""

disabled=no



ObLee

?7??7°7?°?°7?7?7 FastTrack

/ip firewall filter add chain=forward action=fasttrack-connection connection-
state=established, related

/ip firewall filter add chain=forward action=accept connection-state=established, related
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/ip dns static add forward-to=<123.123.123.123> regexp="<.*mynetname\\.net>" tt1=10m type=FWD



ObLee

P70707070°27070°07072 27070707077 ? RDP

Mpwn ncnonb3osaHum RDP coegnHeHnn BHyTpn VPN nam TyHHenen nHoraa BO3HUKaT npobnemsl C
oTBasioMm ceccuin. MNMpunynHa B ToM, 4To RDP nocsie noakao4eHns HauymHaeT oTKpbiBaTb UDP ceccun,
MOMKMO y>Ke yCTaHoBneHHon TCP.

PewaeTtca 6nokmpoBko RDP Tpadumka no UDP:

/ip firewall raw add chain=prerouting action=drop dst-port=3389 protocol=udp



Obuwee

2707?77?77 CHR 7?7 VDS

Ubuntu

e Pa3BopaymBaeM Ha XOCTUHre Linux gnctpmbytums
e JIOrMHUMCA Ha cepBep 1 NoJiy4YaeM npasa Cyneprnosib3oBaTens:

sudo -i

e O6HOBNSIEM NakKeTHY0 6a3y 1 yCTaHaBAMBaeEM HeEOBXOONUMbIE MAKEThI:

apt update && apt -y install unzip wget

e CkaymBaeM raw obpas cncTeMbl (aKkTyaslbHble CCbIJIKM CMOTPMM Ha CailTe B pasaene

3arpysokK):
wget https://download.mikrotik.com/routeros/6.47.4/chr-6.47.4.img.zip

e PacnakosbiBaem obpas:

unzip chr-6.47.4.img.zip

e BkJtoyaeMm coveTaHusa SysRq:

echo "1" > /proc/sys/kernel/sysrq

e [lepenonkiovyaem Bce CpaI7IJ'IOBbIe CNCTEMbI B PpEXUME HTEHUNA!

echo u > /proc/sysrq-trigger

e HaxoouM Ha3BaHMe CUCTEMHOro AUCKa:

1sblk

e 3anucbiBaeM Ha Hero 06pa3:

dd if=chr-6.47.4.img of=/dev/vda bs=4M oflag=sync


https://mikrotik.com/download

e MNepe3arpy>xaeM BUPTYyaJibHYO MaLUUHY:

echo "b" > /proc/sysrq-trigger

e [Nocne nepesanycka, BMeCTO JIMHYKC cucTembl, bygeT 3anyweH Mikrotik CHR,
pa3BEepPHYTbIN Ha BeCb 06beM XKeCTKOro Ancka

CentOS

e Pa3BopaymBaeM Ha XOCTUHre Linux gnctpmnbyTms
e JlorMHMMcCH Ha cepBep 1 NnoJiy4aeM npasa Cynepnosib3oBaTesnis:

sudo -i

e ObHOBNsIEeM NaKeTHYlo 6a3y 1 ycTaHaB/IMBaeM HEOOX0AMMble MaKeThbl:

yum install wget unzip

e MoHTUpyeM tmpfs B /tmp:

mount -t tmpfs tmpfs /tmp

° I'Iepexo,uVlM B ONpPeKTopuio tmp 1 cKkaymBaem raw o6pa3 CNCTEMDI (aKTyaJ'IbeIe CCbUJIKKA

CMOTPUM Ha CailTe B pa3sfesie 3arpysok):

cd /tmp && wget https://download.mikrotik.com/routeros/6.47.4/chr-6.47.4.img.zip

e PacnakoBbiBaeM 06pas:

unzip chr-6.47.4.img.zip

e BktoyaeM coveTaHusa SysRq:

echo "1" > /proc/sys/kernel/sysrq

e HaxoOum Ha3BaHME CUCTEMHOIo AUCKA:

lsblk

e 3anncbiBaeM Ha Hero obpas:

dd if=chr-6.47.4.img of=/dev/vda bs=4M oflag=sync


https://mikrotik.com/download

e MNepe3arpy>xaeM BUPTYyaJibHYO MaLUUHY:

echo "b" > /proc/sysrq-trigger

e [Nocne nepesanycka, BMeCTO JIMHYKC cucTembl, bygeT 3anyweH Mikrotik CHR,
pa3BEepPHYTbIN Ha BeCb 06beM XKeCTKOro Ancka
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-> |Interface

HobaBnsaemM HOBbIN TyHHE b 40 TOYKW. B nosie name yka3zaTb TUM TyYHHeENS, NOAKOYaEMYIO
KOMMaHUo N yaasneHHyo To4Ky (Hanpumep ipip-kolobok-gw). Keepalive ybpaTb.

-> |P -> Addresses

HobaBnsaem HOBbIN agpec Ansa TyHHensa. Agpec JosixkeH 6biTb 13 cBo6OAHOIrO Nyia noaceTu
100.64.0.0/10 c mackon 24 (Hanpumep 100.80.23.1/24).

-> |IP -> Firewall -> Mangle

Hobasnsaem npasuno prerouting n dst. address BbiCTaBnseM agpec GenkoBonm ceTn n3 ceobogHoro
nyna 10.0.0.0/8 (Hanpumep 10.51.0.0/24).

B action BbicTaBnsgem mark routing ¢ new routing mark n3 HasBaHna TyHHensa 6e3 ykasaHus ero
Tuna (Hanpumep kolobok-gw).

-> |P -> Firewall -> NAT

Hobasnaem npasuno srcnat ¢ src. address peasibHOW CeTU yAasIeHHOW CTOPOHbI (HanpumMep
192.168.0.0/24), out. interface cTaBuM Ha3BaHue TyHHenda (HanpuMmep ipip-kolobok-gw), B action
CcTaBuM netmap Ha ankoByto ceTb (Hanpumep 10.51.0.0/24).

HNob6asnsem npasuno dstnat ¢ dst. address ¢gankoson cetn (Hanpumep 10.51.0.0/24), B action
CTaBMM netmap Ha peasibHYIO CeTb yAasleHHON CTOPOHbI (Hanpumep 192.168.0.0/24).

-> |P -> Routes

HNo6asnsem npasuno dst. address pankoson cetu (Hanpumep 10.51.0.0/24), B gateway Ha3BaHue
TYHHens (HanpuMmep ipip-kolobok-gw) u distance 20.

Hobasnsaem npasuno dst. address peanbHON CETK yAa/IeHHOW CTOPOHbI (Hanpumep
192.168.0.0/24), B gateway Ha3BaHMe TyHHensa (Hanpumep ipip-kolobok-gw), distance 30 n routing
mark n3 Ha3BaHUs TyHHens 6e3 ykasaHusa ero Tuna (Hanpumep kolobok-gw).
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27090707777 1

NMomeHATb <SERVER>, <USER> 1 <PASSWORD>Ha cBou 3Ha4yeHus FTP cepBepa

/log info "backup starting";

:local CurrentTime [/system clock get time];

:local CurrentDate [/system clock get date];

:local Hour [:tostr [:pick $CurrentTime 0 2]];

:local Min [:tostr [:pick $CurrentTime 3 5]11;

:local Day [:tostr [:pick $CurrentDate 4 611];

:local Month [:tostr [:pick $CurrentDate 0 311];

:local Year [:tostr [:pick $CurrentDate 7 [:len $CurrentDate]]];
:global name=backupfile value=([/system identity get name]

." _$Day $Month $Year $Hour $Min.backup")

:global name=scriptfile value=([/system identity get name]

." $Day $Month $Year $Hour $Min.rsc")

/system backup save name=$backupfile;

/export verbose file=$scriptfile;

:delay 10s

/tool fetch address=<SERVER> src-path=$backupfile user=<USER> mode=ftp password=<PASSWORD>
dst-path="backup/$backupfile" upload=yes;

/tool fetch address=<SERVER> src-path=$scriptfile user=<USER> mode=ftp password=<PASSWORD>
dst-path="backup/$scriptfile" upload=yes;

:delay 20s

/file remove $backupfile;

/file remove $scriptfile;

/log info "backup finished";



Backup
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NMomeHATb <SERVER>, <USER> 1 <PASSWORD>Ha cBou 3Ha4yeHus FTP cepBepa

/system scheduler
add disabled=no interval=5d name=backup on-event=backup policy=\
ftp, reboot, read,write,policy, test,password,sniff,sensitive, romon \
start-date=jan/10/2020 start-time=00:00:01
/system script
add dont-require-permissions=no name=backup owner=su policy=\
ftp, reboot, read,write,policy, test,password,sniff,sensitive, romon source="/\
log info \"backup starting\";\r\
\n:local CurrentTime [/system clock get time];\r\
\n:local CurrentDate [/system clock get date];\r\
\n:local Hour [:tostr [:pick \$CurrentTime 0 2]1];\r\
\n:local Min [:tostr [:pick \$CurrentTime 3 5]71;\r\
\n:local Day [:tostr [:pick \$CurrentDate 4 6]];\r\
\n:local Month [:tostr [:pick \$CurrentDate 0 3]];\r\
\n:local Year [:tostr [:pick \$CurrentDate 7 [:len \$CurrentDate]]l];\r\
\n:global name=backupfile value=([/system identity get name] .\" \$Day \$\
Month \$Year \$Hour \$Min.backup\")\r\
\n:global name=scriptfile value=([/system identity get name] .\" \$Day \$\
Month \$Year \$Hour \$Min.rsc\")\r\
\n/system backup save name=\$backupfile;\r\
\n/export verbose file=\$scriptfile;\r\
\n:delay 10s\r\
\n/tool fetch address=<SERVER> src-path=\$backupfile user=<USER>\
r mode=ftp password=<PASSWORD> dst-path=\"backup/\$backupfil\
e\" upload=yes;\r\
\n/tool fetch address=<SERVER> src-path=\$scriptfile user=<USER>\
r mode=ftp password=<PASSWORD> dst-path=\"backup/\$scriptfil\
e\" upload=yes;\r\
\n:delay 20s\r\
\n/file remove \$backupfile;\r\
\n/file remove \$scriptfile;\r\
\n/log info \"backup finished\";\r\
\n"



