Windows

Onckn

o PeXUM TOJIbKO YTeHune

o BitLocker

JInueH3nsa

o ObHoBneHue Evaluation oo Retail

o MMy6nnYHbIe K4

Obuee

o OTKJ04eHne 0bHOBNEHNS OPaNBEPOB Yepe3 LLeHTP 0OHOBIEHUN

OwndbKun

He MeHseTcs packlagKa KnasmaTtypsl B RDP-ceccumn

He obHapy>xeHa bubnnorteka wlanapi.dll

He paboTaeT Online ycTtaHoBLWMK Office

HeT mocTyna K ceTeBbIM pecypcaM Samba

[MepecTaeT oTKpbIBaTbCA MyCK

MonbiTKa L2TP-noakAt04eHNs He yaanack U3-3a owWnbKK, nponsoLlealien Ha

ypoBHe 6e30MacHOCTM BO BPEMS COrJlacoBaHUI C yAaJIeHHbIM KOMMbIOTEPOM

The device Microsoft Remote Display Adapter (location (unknown)) is offline due

to a user-mode driver crash. Windows will attempt to restart the device 5 more

times

Unknown layout specified in manifest

e Cetun

o MepneHHas paboTa ceTu

o OTKJ04YeHne co3panHunsa Zone.ldentifier dpannos Ha NFS




o WebDAV - nMMuT Ha pa3mep dannos

o ZeroTier

e RDS

o bniokmnposka Bxona no RDP

o BktoyeHne MMKpodoHa

o NcnpaBneHne bydepa obMeHa







Ovnckn
7007072 2707070707 2707070707

diskpart

[MokasaTb CMUCOK ONCKOB

list disk

BbibpaTb HY>XHbIN ANCK

select disk XXX

MocMoTpeTb Tekylme aTpnbyThbl

attributes disk

Y6paTb pexxum "ToNbKO YTeHune"

attributes disk clear readonly

lMocTaBUTb peXXum "TONIbKO YTeHue"

attributes disk set readonly

BbinTun

exit



BitLocker

CtaTycC

manage-bde -status

OTKtO4YeHne

manage-bde -off c:

Bknto4vyeHune

manage-bde -on c:



PPDDDVVD



JinueH3nsa

P7?7?7°7°7°7?7?7?77? Evaluation ?7?
Retall

My6nanyHele KMS knwovn:

44 Windows Server 2016 Standard: WC2BQ-8NRM3-FDDYY-2BFGV-KHKQY
Windows Server 2016 Datacenter: CB7KF-BWN84-R7R2Y-793K2-8XDDG
Windows Server 2019 Standard: N69G4-B89)2-4G8F4-WWYCC-)464C
Windows Server 2019 Datacenter: WMDGN-G9PQG-XVVXX-R3X43-63DFG

B PowerShell BbINOAHNTL 04HY U3 ABYX KOMaHpA npeobpa3oBaHMs B 3aBUCUMOCTK OT Heobxoanmonm
penakuunn:

dism /online /set-edition:ServerStandard /productkey : XXXXX-XXXXX-XXXXX-XXXXX-XXXXX /accepteula

dism /online /set-edition:ServerDatacenter /productkey : XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
/accepteula

Foe XXXXX-XXXXX-XXXXX-XXXXX-XXXXX - nyB6anYHbIN K04 U3 CINCKA.

[Mepe3anyCcTuTb CUCTEMY.



JinueH3nsa

7070007070707 0700707

Pepakuus
Windows Server 2025 Datacenter
Windows Server 2025 Standard
Windows Server 2022 Datacenter
Windows Server 2022 Standard
Windows Server 2019 Datacenter
Windows Server 2019 Standard
Windows Server 2016 Datacenter
Windows Server 2016 Standard
Windows Server 2012 R2 Datacenter
Windows Server 2012 R2 Standard
Windows Server 2012 Datacenter
Windows Server 2012 Standard
Windows Server 2008 R2 Datacenter
Windows Server 2008 R2 Standard
Windows Server 2008 Datacenter
Windows Server 2008 Standard
Windows 11 Professional
Windows 11 Workstation
Windows 11 Enterprise
Windows 11 LTSC
Windows 10 Professional
Windows 10 Workstation
Windows 10 Enterprise
Windows 10 LTSC
Windows 10 LTSB
Windows 8.1 Professional

Windows 8.1 Enterprise

Kniou
D764K-2NDRG-47T6Q-P8T8W-YP6DF
TVRH6-WHNXV-ROWG3-9XRFY-MY832
WX4NM-KYWYW-QJJR4-XV3QB-6VM33
VDYBN-27WPP-V4HQT-9VMD4-VMK7H
WMDGN-G9PQG-XVVXX-R3X43-63DFG
N69G4-B89)2-4G8F4-WWYCC-J464C
CB7KF-BWN84-R7R2Y-793K2-8XDDG
WC2BQ-8NRM3-FDDYY-2BFGV-KHKQY
W3GGN-FT8W3-Y4M27-J84CP-Q3V)9
D2N9P-3P6X9-2R39C-7RTCD-MDVJX
48HP8-DN98B-MYWDG-T2DCC-8W83P
XC9B7-NBPP2-83J2H-RHMBY-92BT4
74YFP-3QFB3-KQT8W-PMXW]J-7M648
YCO6KT-GKWIT-YTKYR-T4X34-R7VHC
7M67G-PC374-GR742-YH8V4-TCBY3
TM24T-X9RMF-VWXK6-X8JC9-BFGM2
W269N-WFGWX-YVC9B-4)6C9-T83GX
NRG8B-VKK3Q-CXVCJ-9G2XF-6Q84)
NPPRO-FWDCX-D2C8J-H872K-2YT43
M7XTQ-FN8P6-TTKYV-9D4CC-)462D
W269N-WFGWX-YVC9B-4)6C9-T83GX
NRG8B-VKK3Q-CXVCJ-9G2XF-6Q84)
NPPR9-FWDCX-D2C8J-H872K-2YT43
M7XTQ-FN8P6-TTKYV-9D4CC-)462D
DCPHK-NFMTC-H88MJ-PFHPY-QJ4B|
GCRJD-8NW9H-F2CDX-CCM8D-9D6T9

MHFIN-XY6XB-WVXMC-BTDCT-MKKG7



Windows 8 Professional
Windows 8 Enterprise
Windows 7 Professional

Windows 7 Enterprise

Pepakuusa

Office Professional Plus 2024
Office Standard 2024

Office Professional Plus 2021

Office Standard 2021

Project Professional 2024
Project Standard 2024

Project Professional 2021

Project Standard 2021

Visio Professional 2024
Visio Standard 2024

Visio Professional 2021

Visio Standard 2021

Office Professional Plus 2019

Office Standard 2019

Project Professional 2019

Project Standard 2019

Visio Professional 2019

Visio Standard 2019

Office Professional Plus 2016

Office Standard 2016

Project Professional 2016

NG4HW-VH26C-733KW-K6F98-/8CK4
32JNW-9KQ84-P47T8-D8GGY-CWCK7
FJ82H-XT6CR-J8D7P-XQJJ2-GPDD4

33PXH-7Y6KF-2VJC9-XBBR8-HVTHH

Kniou
X)2XN-FW8RK-P4HMP-DKDBV-GCVGB
V28N4-JG22K-W66P8-VTMGK-H6HGR

FXYTK-NJ)8C-GB6DW-3DYQT-6F7TH

KDX7X-BNVR8-TXXGX-4Q7Y8-78VT3

FQQ23-N4YCY-73HQ3-FMO9WC-76HF4
PD3TT-NTHQQ-VC7CY-MFXK3-G87F8

FTNWT-C6WBT-8HMGF-K9PRX-QVI9HS8

J2)DC-NJCYY-9RGQ4-YXWMH-T3D4T

B7TN8-FJ8V3-7QYCP-HQPMV-YY89G
JMMVY-XFNQC-KK4HK-9H7R3-WQQTV

KNH8D-FGHT4-T8RK3-CTDYJ-K2HT4

MJVNY-BYWPY-CWV6J-2RKRT-4M8QG

NMMK]-6RK4F-KMJVX-8D9MJ-6 MWKP

6NWWJ-YQWMR-QKGCB-6TMB3-9D9HK

B4NPR-3FKK7-T2MBV-FRQ4W-PKD2B

C4F7P-NCP8C-6CQPT-MQHV9-JXD2M

9BGNQ-K37YR-RQHF2-38RQ3-7VCBB

7TQNQ-K3YQQ-3PFH7-CCPPM-X4VQ2

XQNVK-8JYDB-WJ9W3-YJ8YR-WFG99

JNRGM-WHDWX-FJJG3-K47QV-DRTFM

YGIONW-3K39V-2T3HJ-93F3Q-G83KT



Project Standard 2016 GNFHQ-F6YQM-KQDGJ-327XX-KQBVC

Visio Professional 2016 PD3PC-RHNGV-FX]29-8]K7D-RJR]K

Visio Standard 2016 7WHWN-4T7MP-G96JF-G33KR-W8GF4
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PP 000707 00007
P70P0070707?07°7°

e OTKpbLITb penakTop peectpa (regedit)
e [epenTn K pasgeny

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

e Co3paTb nogpasgen WindowsUpdate

e Co3paTb napameTp ExcludeWUDriversinQualityUpdate c Tunom DWORD32 n
MPUCBONTL eMy 3Ha4dyeHne 1

e [MepenTun K pasgeny

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\DriverSearching

e /I3MeHNTb 3HavyeHne napameTpa SearchOrderConfig Ha O
e [lepe3anyCTuUTb CUCTEMY



AP0



Owmnbkn

P70 2770700707070 7070070700707
P70790707°°07°077?77? ? RDP-?77?7?77

3anTn OT MeHN agMUHUCTpaTopa cmd nnu cpasy regedit Ha cepBepe
OTKpbITb BETKY HKLM\System\CurrentControlSet\Control\Keyboard Layout

Co3naTb HOBbLIM MapaMeTp TuMa REG DWORD (32 bit) C Ha3BaHuMeM IgnoreRemoteKeyboardLayout u
3HavyeHMemMm 1

3aKpbITh PENAKTOP peecTpa un nepesarpysnTb cepBep



Owmnbkn

P70 P00 2?7?°77?7?°°7?7?7
wlanapi.dll

B cnyyae BO3HUKHOBEHMSA NogobHom ownbky Ha cepBepe, HeEOBXOANMO YCTAaHOBUTb CNy Kby
6ecnpoBOAHONM SIOKa/ILHOW CEeTW 1 Nepe3anyCcTuTb cepaep.

B cnyy4ae BO3HMKHOBEHMUSA OWNOKM Ha OECKTOMHOM cncteMe, HeobxoaAMMo nepeycTaHoOBUTb
apaneepa ona 6ecnpoBoAHON CETEBOW KapTbl U, €C/IM HE MOMOXXET, OTKaTUTb ApanBep Ha
npeablayLuyo BEPCUIO.



Owmnbkn

?7? ??2°°?7?77?7 Online
?79°?2°°?7?7°7?7?7 Office

Ecnn ycTaHoBLIMK He paboTaeT No NpuynHe permoHasbHOM 6JI0KMPOBKK, TO 3TO MOXKHO 060TK
cnenyowmm obpasom:

CkavaTb yCTaHOBLUUK

3anyCcTuUTb YCTaAHOBLUNK

[oxxaaTb, KOrga NosSBUTCSA owMbKa 1 3aKpbiTb YCTAaHOBLLUMWK
BbINOMHUTB:

P whNH

reg add "HKCU\Software\Microsoft\Office\1l6.0\Common\ExperimentConfigs\Ecs" /v
"CountryCode" /t REG_SZ /d "std::wstring|US" /f

5. 3anycTuTb yCTaHOBLUMK eLle pas3



Owmnbkn

7070 2707070707070 72 27700007
?7?7?77?7?7?7? Samba

OTKpbITb BETKY peecTpa
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters

No6aBnTb HOBLIN NapaMeTp AllowInsecureGuestAuth CO 3HadeHuem 1

Mepe3anyCcTUTb OMepPaLoHHYI0 CUCTEMY



Owmnbkn

770007270707 0700707070°070707070 070707

3anyctuTb PowerShell noa agMMHOM 1 BbINONHUTb

Get-AppXPackage -AllUsers | Foreach {Add-AppxPackage -DisableDevelopmentMode -Register
“$($_.InstallLocation)\AppXManifest.xml"”}

1. 3anyCcTuTb pefakTop peecTpa nog afMUHOM.
2. MNepenTtun B pasgen
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
3. Co3paTte DWORD napameTp EnableXAMLStartMenu W MPUCBOUTbL 3Ha4veHue O
4. lepe3anyCTuUTb KOMMblOTEP.



Ownbkm

3anyctuTtb PowerShell ¢ npaBamMn agMUHUCTPaTOpPa N BbINOJIHUTL KOMaHAY:

Windows 10

wusa /uninstall /kb:5009543

Windows 11

wusa /uninstall /kb:5009566



Owmnbkn

The device Microsoft Remote
Display Adapter (location
(unknown)) is offline due to a
user-mode driver crash.
Windows will attempt to restart
the device 5 more times

Mpobnema BO3HMKAET Yalle BCero npu ncnosb3osaHmm kapT NVIDIA. nsa peweHunsa Heobxogmmo B
rpynnoson nonntuke (gpedit.msc) nepenTn B pasgen:

44 Computer Configuration > Administrative Templates > Windows Components >
Remote Desktop Services > Remote Desktop Session Host > Remote Session
Environment

M BKIHOYNTL NapaMeTp:

44 Use hardware graphics adapters for all Remote Desktop Services

Mocne Yyero nepesanycTuTb KOMMbIOTEP.



Owmnbkmn

Unknown layout specified In
manifest

PPV D777

e YCTaHOBUTb BCE OOHOBNEHUS CUCTEMDI

e 3anyCcTuUTb CPEeACTBO ANATHOCTUKN
Settings -> Update & Security -> Troubleshoot -> Windows Store Apps ->
Troubleshooter

e CobpocuTb kew Windows Store
Ha)xaTb nyck, BBeCTn wsreset.exe v BbIbpaTb 3anyck oT agMUHUCTPaTopa

e [Nlepe3anT B MarasuH NpuaIo>XeHumn

e [lepe3aperucTpupoBaTb NpuioxxeHne Windows Store:

Get-AppXPackage *WindowsStore* -AllUsers | Foreach {Add-AppxPackage -DisableDevelopmentMode -
Register "$($ .InstallLocation)\AppXManifest.xml"}

e [lepe3anyCTuTb KOMMbIOTEP

DPPDVVD PI?V77?

e YCTaHOBUTb BCe OOHOBNIEHNS CUCTEMDbI
e 3anycTuTb PowerShell oT agMnHUCTpaTOpa 1 BbIMOJIHUTL

wsreset -i

e [lepe3anyCTuTb KOMMbIOTEP
e 3anycTuTb PowerShell oT agMUHMUCTpaTOpa 1 nocsefoBaTesIbHO BbIMOJHUTL

Get-AppXPackage WindowsStore -AllUsers | Foreach {Add-AppxPackage -DisableDevelopmentMode -
Register "$($ .InstallLocation)\AppXManifest.xml"}

Get-AppXPackage -AllUsers -Name Microsoft.WindowsStore | Foreach {Add-AppxPackage -
DisableDevelopmentMode -Register "$($ .InstallLocation)\AppXManifest.xml" -Verbose}

Get-AppXPackage | Foreach {Add-AppxPackage -DisableDevelopmentMode -Register
"$($ .InstallLocation)\AppXManifest.xml"}



PowerShell -ExecutionPolicy Unrestricted -Command "& {$manifest = (Get-AppxPackage
Microsoft.WindowsStore).InstallLocation + '\AppxManifest.xml' ; Add-AppxPackage -

DisableDevelopmentMode -Register $manifest}"

Get-AppxPackage -allusers Microsoft.WindowsStore | Foreach {Add-AppxPackage -
DisableDevelopmentMode -Register "$($ .InstallLocation)\AppXManifest.xml"}

[Mepe3anyCcTnTb KOMMbIOTEP

OTKpbITb pefakTop peecTpa

MepenTn B pasgen
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AppXSvc
N3MeHnTb 3Ha4YeHne onsa napameTtpa Start Ha 2

[Mepe3anyCcTnTb KOMMbIOTEP
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netsh int tcp set global autotuninglevel=disabled

netsh int tcp set global autotuninglevel=normal



Cetmn

PPV P?7?77?7?777
Zone.ldentifier ??77??7?7? ?? NFS

3anyCcTuUTb pedakTop rpynnoBbiX NoanTuk (gpedit.msc)

MepenTn B BeTKy User Configuration -> Administrative Templates -> Windows
Components -> Attachment Manager

BkntounTb NnapameTp Do not preserve zone information in file attachments

YoanuTb paHee co3faHHble (halifbl, 3aNyCTUB B KOMaHAHOW CTPOKE CMOHTUPOBAHHOW
ANPEKTOPUN:

DEL /S /Q *.Identifier



Cetmn

WebDAYV - 7?7?77 ?7? 277?777
2700777

1. OTKpbIBaEM pegakTop peecTpa

2. Wpem B pasgen

44 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WebClient\Paramete
rs

3. PepgakTupyem napameTp

44 FileSizeLimitIinBytes

4. CTaBUM 3HavyeHune

44 4294967295

5. Mepe3anyckaeM ciyxby

44 Web Client Service



ZeroTler

CmeHa npodunsa ¢ ny6JNYHOro Ha NPUBATHbLIN

Get-NetConnectionProfile | Where-Object "InterfaceAlias" -like "Zero*" | Set-

NetConnectionProfile -NetworkCategory Private



RDS



RDS

P7070°070727070°07 0707?77 7?7 RDP

1. OTKpbITb pegakTop rpyrnnoBbIX NoANTUK: gpedit.msc

2. NepenTn B pasnen: Computer Configuration - Windows Settings - Security
Settings - Local Policies - User Rights Assignment

3. OTkpbITb NYHKT: Deny logon through Remote Desktop Services

4. [Job6aBnTb Nonb3oBaTenen ans 6J10KNPOBKU

5. 3aKpbITb FPYMMoBblie NOJINTUKN

6. O6HoBUTL NoNnTUKKN: gpupdate /force



RDS
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1. OTKpbITb FPynNnoByto NosnTuky: gpedit.msc)

2. MNepenTtun B pasnen: Computer Configuration -> Administrative Templates ->
Windows Components -> Remote Desktop Services -> Remote Desktop Session
Host

BkntounTb onuuio: Allow audio and video playback redirection

Bkntountb onuuio: Allow audio recording redirection

O6HoBUTL NONNTUKY: gpupdate /force

Mepe3sanycTnTb cepBep

o U kW



RDS

P7P70°00°27070°07070 707070707 070707007

Co3paTtb PowerShell ckpunT (rdpclip.psl) n BHECTM B HEro ciaepnyoLlee:

(Get-WmiObject -Query "select * from Win32 Process where
name='RDPClip.exe'"|?{$ .GetOwner().User -eq $ENV:USERNAME}).Terminate()

rdpclip.exe

3anycTtuTsb, korga 6ydep obmeHa nepectaeT paboTaTs.


https://wiki.tiukov.com/attachments/1

